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Tema 1: Uctopus Bo3HnkHoBeHust UnTepHeTa. [lousituss UHTEpHET - yrpos.
N3meHeHUs1 TpaHuUIl JONYCTUMOI0 B KOHTEKCTE IIU(PPOBOro

00pa3a KU3HHU
[MIupokoe pacnpocTpaHeHWe WHPOPMALMOHHBIX TEXHOJOTMH BO Bce  cepbl

JKU3HEESTEIbHOCTH YeJOBEeKa OKAa3bIBAE€T CYIIECTBEHHOE BIIMSAHHE HA €ro COLMAIbHYIO
agantanuto. COBpeMEHHYIO KH3Hb YeJOBeKa B OOIIECTBE NPAKTHUYECKU HEBO3MOXKHO
npezcTaBuTh 0e3 MHTepHera.

Huem poxnenus Wutepnera cumraercst 29 okrsaops 1969 roma, omHako B MaccoBOM
MOJIb30BAHUHU OH TOSIBHJICS] TOpa3o mo3xke, B Havane 90-x. Mctopust co3nanust ”HTEpHETa OepeT
cBoe Havyasio B 60-x romax mpomwtoro Beka B CIIA. Crpana obnagana OTpOMHBIMHU
BO3MOXKHOCTSIMH, B HAYYHBIX LIEHTpax pad0oTaio MHOTO TaTaHTIIMBbIX YUeHbIX. [1epBblif mpoToTHmn
UHTEepHeTa OblT pa3paboTaH Ul MCIOJIB30BaHUS B BOCHHOE Bpems. Hampumep, s CBSi3U BO
BpeMs AJIEpPHOU BOWHBI.

B 1971 rogy Obina pa3paboTaHa nepBasi 2JIEKTPOHHAsI MOYTa, a CIyCTs] BCEro JBa roja,
MHTEPHET paclpoCTPAHUIICS U 32 OKkeaHOM. OHAKO MOJIb30BATHCA UM MOTJIU MO-TIPEKHEMY JIUIIIb
Y3KUH KPYT JHOJEN.

Takum oOpasom, B CIA Ob1 1aH TEpPBBI TOTYOK Pa3BUTHIO WHTEPHETA, OIHAKO
OCHOBaTesleM HHTepHeTa saBisieTcss Tum bepHecpc-JIn, KOTOpBI TpyIWICS B €BPOINEHCKOU
opranuzaruu [IEPH. [TorpaTus nBa roma Ha pa3paO0OTKU, MMEHHO 3TOT YUCHBIH CeTal HHTEPHET
TaKUM, KaKMM celyac ero 3Har0T MUJUIMOHBI [10JIb30BaTENEH.

WHTEepHEeT cTaHOBUTCS BCcEe OoJiee 3HAUYMMBIM (DAaKTOPOM COLMATM3ALNU U COIUATBLHOU
ajanTtauMd JAeted U THOoApOocTKOB. Hapsny ¢ npeacTaBisilOIIMMHCS — BO3MOXHOCTAMU
UCIIONIb30BAaHUsl MHTEpHETa, KaK MHCTPYMEHTa COLUaNIM3aliy, Oiarogaps KOTOPOMY
pa3BUraroOTCs IPaHUIIbl MO3HAHUS, BO3PACTAIOT BO3MOXKHOCTH YJIOBJIETBOPEHUS MOTpPeOHOCTEH,
pacIIMpSIOTCS PaMKH OOIIEHHs M B3aWMOJICHCTBHSA, MHOTOKPAaTHO BO3PACTalOT W PHCKH
HEraTHBHOI'O BIIUSHUS Ha ICHUXOJOTMYECKOE CaMOYyBCTBHE, AMOLIMOHAJIBHOE OJIaromnoyydue,
3JI0POBBE U JIaXke KU3Hb PeOCHKA.

Pucku, ¢ KOTOPBIMH CTaTKUBAETCs TIOJIH30BATENb HHTEPHETA, MHOT000pa3Hbl. X HeceT Ha
cebe pasHooOpasHas mHpopmanus, pazmemaemas B Cetu. Kak yka3pIBalOT MCCieIoBaTEIN
«CaMo TIOHSITUE PHUCKA SBIISETCSA CyObEKTHO-OTHECEHHBIM: PUCK CBSI3aH C CUTYyalllel, B KOTOpoi
BO3MOXKEH HEONAronoy4HbIil UCXO/l, C CUTyalluel OMacCHOCTH; HO MCXOJ 3aBUCUT OT BhIOOpa U

NENCTBUI YEITOBEKAY.



B psany akTyanbHBIX 17 CETOJHSIIHEW HMHTEPHET - CpPEIbl PUCKOB, CBSI3aHHBIX C
HCIIOJIb30BaHUEM MHTEpPHETA JIETbMU U MOAPOCTKAMHU, CIICHUATHUCTHI BBIJCIAIOT CIeAYIOLIHE:

- KonrteHntHeie pucku — 3T0 MaTepuaibl (TEKCTbl, KapTHHKH, ayJauo, BUaeo(hailibl,
CCBUIKA Ha CTOPOHHHE PECYPCHI), COJEPKaIINe HACUINE, arPecCUl0, SPOTUKY U MOpHOTpaduio,
HEICH3YPHYIO JICKCHKY, WH(OpMAIMIO, Pa3KUTAIOUIYI0 pPacOBYI0 HEHABUCTb, IPOIATaHIy
AQHOPEKCHU U OYJIMMHHU, CYHUIIN/IA, a3aPTHBIX UT'P, HAPKOTHUSCKHUX BEIISCTB U T.II.

- KoMMyHHKaIIMOHHBIE PUCKU CBS3aHBI C MEXJIMYHOCTHBIMH OTHOLICHUSIMH HHTEPHET-
MOJIb30BaTENeH U BKIIOYAIOT B ce0s1 pUCK MOJIBEPTHYTHCS OCKOPOICHUSIM U HAIlaJIKaM CO CTOPOHBI
npyrux. [IpuMepamMu Takux PUCKOB MOTYT OBITh: HE3aKOHHBIC KOHTAKTHI (HAPUMED, TPYMHUHT),
kubeprpecienoBanus, KHoepOymuHr u ap. [ mogoOHBIX 1enel UCMOJIb3YIOTCS pa3IudHbIC
yaTel, oHmaiH-mecceHmkepbl (ICQ, Google talk, Skype wm np.), comumanbHbIE CETH, CaWTHI
3HAKOMCTB, (DOPYMBI, OJIOTH U T.1I.

- DnexkTpoHHBIE (KHOEp-) PUCKU — OTO BO3MOXXHOCTH CTOJIKHYTHCS C XUIICHHUEM
NePCOHABHON MH(OpMAIMH, PUCK TIOJBEPTHYTHCS BHPYCHOW aTake, OHJIANH-MOIICHHUYECTBY,
cram-aTake, HIMUOHCKUM MPOrpaMMaM U T.JI.

- IloTpeburensckue pUCKU — 3JI0YNMOTpeOseHHEe B HMHTEPHETE IpaBaMU MOTpeOUTeNs.
Brirouaror B cebs: pUCK MPUOOPETEHHsS TOBapa HHU3KOTO KadecTBa, Pa3IUYHBIC TOJENKH,
KoHTpadakTHass W QdadbCUPUIMPOBAHHAS TPOAYKIHS, TOTEPS] JCHEKHBIX CPEICTB 0e3
npUOOpETEHUsI TOBapa WM YCJIYTH, XUIIEHHWE MEPCOHATbHONW WHGOpMAIMu C IeNblo0 Kubep-
MOIIIEHHUYECTBA, U JIp.

- HTepHET-3aBHCUMOCTh, HABS3YMBOE JKEJIaHHE BOWTU B MHTEPHET M HEBO3MOXHOCTH
BBINTH W3 WHTEPHETA, IMATOJIOTWYECKAs, HEMPEOJ0JIMMa TAra K HHTEPHETY, «OKa3bIBAIOIIas
naryOHOeE BO3/ICHCTBUE HAa OBITOBYIO, YIEOHYIO, COIIMAIIbHYI0, pab04yI0, CEMEHHYI0, PUHAHCOBYIO
WM TICUXOJIOTHYECKYI0 c(hephl AeSITEIbHOCTIY.

B mocnenHee BpeMsi Bce OONBIIYI0 TPEBOTY BBI3BIBAET PACIPOCTPAHEHHE PHCKOB,
CBSI3aHHBIX C BOBJICYCHHEM HECOBEPIICHHOJETHUX B OMACHbIE TPYMIBI M COOOMIECTBA. ITO,
NPEXJIe BCETO, TAK HA3bIBAEMBIE «TPYIIITBI CMEPTIH», KOTOPBIE BOBJICKAIOT JIETEH M MIOAPOCTKOB B
BBIMIOJTHEHHE OMACHBIX 3aJaHUi, MPUBOAAIIMX B KOHEUHOM HTOTe K CYHMIHIY. DTO TaK e
OKCTPEMHCTCKHE TPYIIbI, BHYIIAIONIME HECOBEPIICHHONIETHUM HACH O HECHPaBeIMBOCTH
MHUPOYCTPOMCTBA M HMX OCOOOM MpEAHA3HAYCHUU B «YJIYUYIICHHH MHPA», TOCPEICTBOM €ro
«OYHIICHUS OT HEJIOCTOMHBIX» U BOBJICKAIOIINE B HE3aKOHHYIO SKCTPEMHUCTCKYIO JEATEIBHOCTb.
OTO ¥ TpYIIbl, MpeAjaraiiie HECOBEPIICHHONIETHUM «paboTy», 3aK/IIOYalollylocs B
HE3aKOHHOW JeSATENbHOCTH (MPEXKIEe BCETro, B PACIPOCTPAHCHHHM HAPKOTUYECKUX U APYTUX
3aMpenieHHbIX BEIIeCTB, JUTeparypbl U T.1.). Co3maBaeMble 3JOYMBIIIICHHHKAMHU TPYIIIIBI

BOBJICKAIOT JCTCH H IOoAPOCTKOB, HeﬁCTBYIOT 4epe3 COUmUAIbHBIC CCTHU, MCCCCHIKCPHI,



o0beuHssA B ceOe U Jpyrue pucKH MoJb30BaTesel: BOBIEKas B KOMMYHHUKALIUIO, UTPY U T.I1., YTO
orpenenseT uX 0co0ylo OnacHOCThb. J[eCTBHE 3TUX PUCKOB OUYEHBb TPYAHO KOHTPOJIUPOBATH, T.K.
3aKpbIThIE TPYIIIBl BO3HUKAIOT B CETU C JPYTUMHU HA3BaHMSIMHM, a BMECTO 3a0JIOKHPOBAHHBIX
CTpaHMIl co3jaroTcsi HoBble. Co3pareny TakuX TIPYINI HCIOJB3YIOT YXMIPEHHBIE CIIOCOOBI
pacrpocTpaHeHHs HHPOpMaLnu O ce0e, UCIIOb3Ysl «XELITErn».

Kaxnplii M3 53THX BHUIOB PUCKOB CHOCOOEH NPUHECTH HEMOINpPaBUMBIM yiiepo
HMOIMOHAIBHOMY OJIATOMOIYYHIO M TICUXO0JIOIMYECKOMY 370pOBBIO pebeHKa, OITOMY Tpedyer
THIATEJILHOTO aHajIu3a W HUBEIUpPOBaHUSA. OTHOCUTEIHHO HEAABHO MOSIBUINCH HCCIIEIOBaHMUS,
MOCBSILCHHBIE JPYTUM HWHTEPHET-PUCKAM, B YaCTHOCTH, aHAIW3y IPEACTABICHUN ICTEH H
HOJPOCTKOB, UX poJauTeNeil M menaroroB o0 HHTEPHET-PUCKAX, MX OCBEJOMJIEHHOCTH 00
MHTEPHET-OMAaCHOCTSX W yrpo3ax, 00 MHTEpHET-0e30MacHOCTH, Mpeylararoliue THIIOJIOTHIO
UHTEPHET — PHUCKOB M yrpo3, aHaau3 OCOOEHHOCTEH BOCHPHUSTHS HHTEPHET-PHCKOB
H0JIb30BATEISIMU, XapaKTepa UX BO3JeHCTBUSA, PAKTOPOB U IPUUUH UX PACIIPOCTPAHEHMUSL.

Mup HaxomuTCcs Ha IIOpOre 4YeTBEpTOM HHIYCTPUAIBHOM pEBOIIOLUH, KOTOpas
(GyHIAMEHTaJIbHO W3MEHHMT BCE KYJIBTYpHBIE IPAKTUKH YeJIOBEKa. TpeTbs PpEBOJIOLUS —
udpoas, HauaBuasca B 1960- X rr. npouuioro Beka, — OTHOCHTEIbHO MATKO MOJrOTOBHIA K
TaKUM TpaHC()OpMaIUAM YEJIOBEUECTBO HA 3HAYUTEIbHON YaCTH 36MHOM CYIIH.

VYoxke ceidyac Mbl )KMBEM B MHOM MHUpPE, KOTOPBIM Ha HAIUX IJ1a3aX IPEBPALIACTCs U3
BEPTUKAJIBHOIO B TOPU30HTAJIBHBIN, U3 3aKPBITOrO B IPAKTHYECKHU ITPO3PAYHBIN, U3 JIMHEWHOIO B
CETEBOM, U3 PEINIAMEHTUPOBAHHOIO B HEONPEIEIEHHBIN, U3 OJTHO33/1a4HOTO B MHOI'03aJa4HbII, U3
CTaOWIJIBHOTO B TEKYUHIA.

B ycnoBuAX Bce YCKOPSIOIIETOCS TEMIA HM3MEHEHUH 4YeJIOBEYECTBY IPUXOIUTCS
(GOopcUpOBaHHO aJalTUPOBATHCS K 3TOMY HOBOMY MHUpy. M BHepBble B HCTOPHUM 3€MHOMN
LUBWIN3ALUU [IEPEJOBBIM OTPSIOM BBICTYIIAIOT HE B3pOCIIBIE, a IOApacTarollee okojaeHue. letu
10 AKTUBHOCTU OCBOEHUS MHTEPHETA CYIIECTBEHHO ONEPEKAIOT B3POCIIBIX .

VY4uThIBask BEICOKYH0 HHTEHCUBHOCTh IIOTOKOB MH(OpPMAIMKM U KOMMYHUKAIMH B OHJIalH-
cpelie, Helb3s1 HeI0OLEHUBATh UX BIMAHUE Ha IICUXUYECKOE pa3BUTHE U (POPMHUPOBAHUE TUYHOCTH
pebenka. C KaXapIM TOAOM MBI TIOJdy4aeM Bce Oousibllie  JaHHBIX O TOM, 4YTO
UH(POKOMMYHHUKAITMOHHBIE TEXHOJIOTUHU HE IIPOCTO JOTOJTHSIOT ¥ PACIIUPSIOT )KU3Hb peOCHKa, HO
U BIUSIOT Ha BCIO CTPYKTYPY €ro IesATeIbHOCTH Kak B oduialiHe, Tak U B OHJIAiHe. DTO O/1HA U3

SHAYUMBIX IIPUYHUH, KOTOPAA 34CTABJISICT HAC NMHAYC B3ITIAHYTb Ha CaM q)eHOMeH JCTCTBA.



Tema 2: U3MeHeHUs1 HOPMATHUBHBIX MO/IeJIeidl pa3BUTHS U 310POBbS /ieTell U MOJAPOCTKOB

[Tonstust "Hopma pa3BuUTHA" K "BO3pacTHO-HOPMATHBHAsI MOJENb Pa3BUTHs" €le He
o0peJn MOHSATUIHOTO cTaTyca B MICUXOJIOro-TeJarorniyeckoil Hayke. M 3To HecMOTpst Ha TO, YTO
3HaHWE HOPM Pa3BUTHs UMEET UCKIHYMUTEIbHO Ba)KHOE 3HAYEHHE B KOHTEKCTE Pa3BHBAIOLIETO
o0pa3oBaHUsl MpPH MOCTPOCHHHM OOpPa30BAaTENBHOIO TIpollecca Ha CTYNEHsAX oOpa3oBaHus.
OOBSICHUTh OTCYTCTBUE OOOCHOBAHHBIX BO3PAaCTHBIX HOPM pa3BUTHA B  IICHXOJIOTO-
NEeAarornyeckol Hayke M IMeJaroruuyeckod MpakTHUKE MOXKHO JIMIIb CChUIKAMHM Ha CIIOKHOCTb
CaMoro mnpeaMeTa UCCIeJ0BaHus U pa3paboTKH.

HopMma pa3Butusi - 3T0 He XapaKTE€pHCTHKAa CPEAHECTaTUCTHUYECKOIO YPOBHS pa3BUTHUS
JieTell Ha OIIPEeJIeJIEHHOM JTale OHTOT€He3a WM CTyNeHU o0pa3oBaHus. Tak MoHMMaemas HOpMa
pa3BUTHS (PUKCUPYET JIMIIb CIOKUBIINECS Ha TaHHBI MOMEHT MPEACTaBICHUS O HOPMAIbHOCTH
pa3BUTHUS AETEW B KOHKPETHBIX COLMOKYJIBTYPHBIX YCIOBHSIX.

I'pamoTHas Hay4dHas MOCTAaHOBKA BOIIPOCAa O HOPMax pa3BUTHsI HAaYMHAETCS C BOIpOca
0 BO3pPacCTHBIX BO3MOYKHOCTSAX JI€TEH Ha OIIPENIECIICHHOM 3Talle OHTOI€HEe3a.

B ncuxomorum pa3BuTHS MOHATHE "HOpMa pa3BUTHA" BBOJUTCS Uit 0003HAYCHHS
NOTEHLUAIbHBIX BO3MOXKHOCTEH JieTeil omnpeaeneHHoro Bo3pacta. Hopma pa3Butus - 310 HE TO
CpellHee, 4TO €CTh, a TO JIydllee, YTO BO3MOXKHO B KOHKPETHOM BO3pacTe ISl KOHKPETHOIO
peOeHKa IMpHU COOTBETCTBYIOLIMX yciIoBUsAX. Hopma pa3BuTHs - 3T0 yKka3zaHHe Ha MaKCUMaJbHbIE
BO3MOXKHOCTH Pa3BUTHS JIeTel Ha ONpPEIeICHHOM CTyIIeHH 00pa3oBaHusl.

IToueMy IMEHHO BO3MOKHOCTEW pa3BUTHS, @ HE €0 NOCTHKEHUN? OTBET Ha 3TOT BOIPOC
COJIEP)KUTCS B TCHUXOJOTMYECKUX MCCIIETOBAHUSAX 3aKOHOMEPHOCTEH Pa3BUTHUSL OMNPEEIICHHBIX
CHOCOOHOCTEM Ha JTale OHTOreHe3a. YCTAaHOBJIEHO, YTO HOBOOOpPA30BaHMS Pa3BUTHUSA
(cyOBeKTHBIE CITOCOOHOCTH) Bcerna OOHapyX HBalOT ceOs 3a IpelelaMd TOTO BO3PACTHOIO
nepuosaa, A€ OHU CHOXWINCH. [103TOMYy OpHEHTHPOBATHCS HAa OLEHKY BBICIIHMX JOCTHXKEHUMN
MMEHHO B JJaHHOM BO3pacTe HEMPaBOMEPHO - OHU IMPOSIBIIAIOT ceOsl JIMILb HA CIEAYIOIIEM dTarie
OHTOI'EHE3A.

ITocTpoeHne BO3pacTHBIX HOPMATMBOB pa3BUTHs - akTyajbHas 3ajada IICHUXO0JIOTO-
NeAarornyecko HayKd, HMeEIolas Ba)kKHOE MpakThdeckoe 3HaueHue. OTCYTCTBHE TaKUX
HOPMAaTHBOB MOXXET MPUBECTU K TOMY, UTO 00pa30BaTeNIbHbIE MPAKTUKU OyTyT OPHUEHTUPOBATHCS
Ha MaKCHUMaJlbHble JOCTIXKEHMs AeTed. Takue NpakTHUKH MOTYT ObITh HeOE30MacHbl JUIs UX
3/10pOBBbSL.

Hopmbl  pa3BuTHst HEOOXOIuMBI M JUIsl OLEHKM pPa3BUBAIOIIErO IOTEHIHUala
MHHOBAIIMOHHBIX 00pa30BaTEIbHBIX MPAKTHK, HOBBIX 00Pa30BaTENIbHBIX M YYEOHBIX HMPOTPAMM.

HopmatuBHble MOzenu pa3BUTHS JETEW ONpPEIEIEHHOrO0 BO3pacTa Ha OIPENEICHHOW CTYIEHU



00pa3oBaHUs MO3BOJIAT BHICTPAUBATh OOOCHOBAHHYIO CUCTEMY MEIaroruuecKoi NesTeNbHOCTH U
aJIeKBaTHYIO €l KpuTepuaabHyto 0azy.

B sTrom ke psoy HaxoIUTCS PAcCMOTPEHHAs HaMU BbIlIe MpoOjemMa JAUarHOCTUKU
pa3BUTHS, CBSI3aHHAS C MPAKTHUKOW OTOOpa JHeTell B CHelUaIU3UpOBAaHHBIE 00pa3oBaTEIbHBIC
VUpPEXKIICHUS, C KOHTPOJEM 3a XOJAOM U pe3yibTaTaMd pPa3BUTHUS JEeTed Ha Pas3HbBIX
00pa30BaTeNbHBIX CTYMCHSX, C BBIABJICHHEM TIOCJICACTBHN PA3IUYHBIX BHJOB T'PYNIIOBON
nuddepeHnranm 1eTel B mKojax.

[TonsTe '"BO3pacTHO-HOpPMATHBHAas MOJENb pa3BUTHI" - OTO MeJaroruyeckas
UHTEPIIPETAINS TICUXOJIOTHYECKOTO MOHSATHS HOPMBI pa3ButTus. HopMaTuBHAst MOJIENb Pa3BUTHUS
JIOJDKHA ~ BKJIIOYATh  TMPEJACTABICHHE OO0 OCHOBHBIX  IEJSAX, COJEPKaHMHM, METOJax,
OpraHM3aIMOHHBIX (hopMax 0O0pa30BaHMS, COOTBETCTBYIOIIMX 3ajjauaM KyJIbTYPHOT'O Pa3BUTHUS
YyeNoBeKa Ha OIpeIeJICHHOM dTare oHToreHesa. [Ipencrasienue o Moenu KyIbTypHOTO Pa3BUTHUS
(HOPMAaTHBHOM Pa3BUTHH YEJIOBEKA B JAHHON KYJIbType) HEOOXOIUMO IS TOTO, YTOOBI H30€KaTh
BApUAHTOB "HEKYJIBTYPHOTO" pa3BUTHS WHIMBHUJIA B TPaHUIAX TOW WJIM MHOW 0Opa3oBaTEIbHOU
CTYINIEHU - Kak 3a0eranusi Brepena, GOpCUpOBaHUs AETCKOIO Pa3BUTHS, TaK U €r0 OTCTABAHUA,
UHGaHTUIN3AIHH.

Bo3spacTHO-HOpMaTUBHBIE MOJETU Pa3BUTHSI TOJKHBI TTO3BOJIUTH BHICTPOUTH BO3PACTHO-
OPUEHTUPOBAHHYIO  TICJIArOTHYECKYI0  JICATEIbHOCTh,  BBISIBUTH  OJArONpHUATHBIE |
HEOJaronpusITHBIE YCIOBUS HOPMAaJbHOIO PAa3BUTHUS, a BIOCJIEACTBUU aJEKBATHBIM 00pa3oM
paboTaTh C STUMU YCIOBUSAMU: OJIATOMPUSITHBIC - TOJIEPKUBATH U CO3/1aBaTh, HEOIArONpUATHBIC
- OJIOKUPOBATb.

Nmeromuecss mpeneneHTsl pa3padoTKi OOOOIICHHBIX MPEACTABICHUH O Pa3BUTUH, KaK
MIPABUJIO, OTPAXKAIOT JIOTHKY PAa3BUTHUSI CYObEKTUBHON PEANbHOCTH JHOO0 MO CYIIHOCTH HMPUPOIBI
(xak co3peBaHue), 1100 MO CyIHOCTH couuyma (kak (popmupoBanue - gopmosanue). Jloruka
pa3BUTHS TIO CYIIHOCTH YEJIOBEKA - JIOTHMKA CaMOPa3BUTHUS Kak (pyHIaMeHTaIbHasi CIIOCOOHOCTH
YeJIOBEKa CTAHOBUTHLCS U OBIThH TOTHHHBIM CyOBEKTOM COOCTBEHHOW KU3HU U JICATEIHHOCTH - B
TaKuX 000OIIEHUAX MPAKTUISCKNA OTCYTCTBYET.

st Toro 4To0Bl UMETh ACHCTBUTEIBHYIO KapTUHY BO3MOXKHOCTEH BO3pacTa, TOrO HIIU
WHOTO COJICpXKaHMs 00pa30BaHUs, TPAMOTHBIX IMEJarOTHYECKUX JIEHCTBUN, HEOOXOAMMO BUICTH
JAHHYIO CTYNeHb O0Opa3oBaHUS © JaHHBIA TIEPUOJ PA3BUTHUS B paMKax IEIOCTHOM
MICUXOJIOTHUECKON W MeJaroruueckoi mnepuoausanuu. Kaxabslii Bo3pacT pacKpblBaeTcsi B
[EJIOCTHOM aHcambOIie APYTrux BO3pacToB. BO3MOXKHOCTH KOHKPETHOT'O BO3pacTa OMPEIENISIFOTCS
YPOBHEM pEIICHHsI 3a/1ay Pa3BUTHUS MPEIIISCTBYIONMIErO Bo3pacTa (OTKyAa peOCHOK BBIMIET) U
MacImTaboM MPEACTOANIMX 3aJa4 Pa3BUTHA B TOCIEAYIOIIEM BO3PACTHOM HHTEpBaie (Kyaa

peOCHKY TIPEICTOUT BONTH BITOCJICICTBHH ).



BospacTHo-HOpMaTHBHAsT MOJENb pPAa3BUTUS HOCUT TMPEXKIE BCETO PErysTHBHBIN
XapakTep, OHa JOJDKHA OTBEYaThb HA BONPOC, KaK H 3a4eM CTPOUTCS TOT WIM HHOU
00pa3oBaTeNbHBIA TPOLIECC HAa JAaHHOM CTyNeHH oOpa3oBaHUs. B TOYHOM COOTBETCTBUHU C
MOHSATHEM MOJICIM BO3PACTHO-HOPMATHBHAS MOJCNIb Pa3BUTHUSA JOJDKHA MPEACTABIATh COOOM
oToOpakeHHEe B OOLIEH ¥ HaIVIAIHO BBIPAXKEHHOW (opMe CyIIHOCTh ONpeNeTIeHHOMN
JIEUCTBUTENILHOCTH, B JAHHOM CITy4ae - BO3PACTHOTO Pa3BUTHSI.

JlaHHbIE MOMYISUOHHBIX MCClENI0BaHUM, mpoBeaeHHbIX B 2010—2018 rr., mo3Bonuiu
B3TJITHYTh Ha COIMANILHYIO CUTYAIMIO Pa3BUTHUSA pPeOEHKa CKBO3b MpHU3MY IUGPOBOI cpembl U
BBIZICINTh €€ HEKOTOphle OCOOCHHOCTH, OIpPEACNSIONME HM3MEHEHUS B €ro pa3BUTUU
(KOTHUTHBHOE W JIMYHOCTHOE pPa3BUTHE, OCOOCHHOCTH B3aMMOOTHOIICHUH C OKPY KArOIUM
MHPOM, COLMATIbHBIE U KYJIbTYPHBIEC TPAKTUKH):

e MaccoBO€ U Bce 0Oojiee paHHEE OBIAJCHHE BBICOKOTEXHOJOTHMYHBIM apCEeHaIoOM
HOBBIX KYJBTYPHBIX CPEICTB M HHCTPYMEHTOB — TIE€PCOHAIU3UPOBAHHBIX U
MOOWJIBHBIX COBPEMEHHBIX JJICKTPOHHBIX YCTPOUCTB;

® YBCIMYMBAIOMIAACS JUTUTEIBHOCTh HAXOXIACHUS PEOCHKAa B OHJIAMH-KOHTEKCTaX,
3a/1al0IINX HOBBIE, TUIOXO PETIaMEHTUPOBAHHBIE U IOKA €IIe HEU3BECTHBIE MO
BO3MOJKHBIM TIOCJIC/ICTBUSIM BIIMSIHUS HA PeOCHKA Cpeibl OOUTaHNS,

® AaKTHMBHOE, CaMOCTOSTEIIbHOE M CTUXHMHOE OCBOCHHE U HCIIOJIL30BaHHUE
MOAPOCTKAMH  BCEX  JOCTYIHBIX  OHJIAWH-PECYPCOB  KaK  HMCTOYHHKOB
Pa3BUBAIOIIETO, 00YYAIOIEro M pa3BlIeKaTeIbHOTO KOHTEHTA U TUTOIA 0K OHJIaiH-
KOMMYHUKAIINH;

® 3aKpeIUICHHE 3a COIMAIbHBIMH CETSIMU CTAaTyCa BAXKHEMIIUX JUIsi MOJAPOCTKOB
MJIOMIAI0OK  CaMOIIPE3CHTAIMK, OCBOCHHSI PA3JIMYHBIX COIMAIBHBIX POJIEH,
AKCTMIEPUMEHTHPOBAHUS C UJICHTUYHOCTHIO U CaMOpeaTn3aIueii;

® 3HAYUTEIBHOE PACIIMPEHUE KPyTa COLMAIBLHOTO KamuTaja TMOJIPOCTKOB 3a CUET
OHJIAH-KOHTAKTOB, B TOM UHMCJIE CJIA0BIX CBSA3EH 3a CUET «HE3HAKOMBIX JAPY3€il», ¢
KOTOPBIMH HE OBLIO OIBITa OOIIEHHUS B PEATbHOW KU3HU;

® CTOJKHOBEHHE C NTUPOKUM KPYTOM HOBBIX PUCKOB OHJIAWH-CPEIbl: KOHTCHTHBIMH,
KOMMYHHKAIIUOHHBIMH, TEXHUYECKUMHU U TOTPEOUTETHCKUMH, a TAKXKE C PUCKOM
Ype3MEpPHOU YBICUEHHOCTH UHTEPHETOM;

® CYIIECTBEHHAas pa3HUIlA B MPOCTPAHCTBEHHO-BPEMEHHOW  KOH(UTYpaIuu
MOJIb30BAaHUS UHTEPHETOM Y MOAPOCTKOB U UX POIUTEINIECH;

e Hamuue OHU(PPOBOTO pa3pbiBa MEXIy TOKOJCHUSIMH JACTeH W POIUTENCH,
CHIDKCHHE YHUBEPCAIBHOCTH (UTYphl B3pOCIOTO W €ro poJid B JECTCKO-

POOUTECIBCKUX OTHOLICHUAX



® HCEAOCTAaTOYHaA LII/I(i)pOBaﬂ KOMIICTCHTHOCTbH I[eTeI\/JI nu pOI[I/ITeHeI;'I, YTO HE IIO3BOJJIACT
pPOIUTENSIM BBICTYHAaThb B POJIM JKCHEPTOB APPEKTUBHOTO M OE30MMacHOTO
HCIOJIb30BaHUs HU(PPOBBIX TEXHOIOTH;

® HECOOTBETCTBHE CHUCTEMbl OOpa30BaHMA HW3MEHEHHSIM LU(POBOro OOIIECTBA,
HECMOTpSl Ha TOTOBHOCTH IIKOJBHBIX YUHUTENIEH MOJIOJOTO M CPEJHEro Bo3pacra
(moxonenust Y u X) K MOAEpPHU3AIMH 00pa30BaTEILHOTO MpoIiecca.

B NEpBYI0 O4YCpPCIb HGO6XOI[I/IMO MNPpUHHUMATh BO BHHUMAHHC BJIMUAHHUC HWHTCPHCTA KakK
CHCHH(i)I/I‘ICCKOﬁ TEXHOJIOI'UH, OTJ'II/I‘-IaIOIlIeI\/II €ro OT ApPYyrux MCHH&TGXHOHOFHﬁ, BO3MOJXHBIX
U3MECHEHHI HOPMATHUBHBIX MOJENCH pa3BUTHA U 3I0POBbS JAETEH M TMOIPOCTKOB, TPAHUIL
JIOITyCTUMOTO B KOHTEKCTE IM(PPOBOro oOpa3za >KU3HHU, ydeTa LU(PPOBOrO pas3pbiBa MEXKIY
MMOKOJCHUSIMUA U CHIDKSHUSI BO3MOKHOCTCH B3pPOCJIBIX KOHCTPYUPOBATHL ACTCTBO B OHJIaMiHE U B

CMELIAHHOM peaJbHOCTH.



Tema 3: [ludpoBasi ruruena: 3auem 310 HykHO? [loHsiTHE MEepuMeTpa 0€30MACHOCTH.
O0ecneyeHue YMOLMOHAJIBHO - IICHX0JIOTHYECKOI0

nepuMeTpa 6€30NMacCHOCTH B COOTBETCTBHHU € BO3PACTHBIMH
0co0eHHOCTSAMH pedeHka. bajaHc meHHOCTEH Pa3BUTHS M IIEHHOCTEH 0e30IacHOCTH

JKu3Hb B ociieTHAE HEJEIN CTPEMUTENIBHO YXOAUT B OHJIalH. CyIIeCTBEHHYIO 4acTh
CBOEH )KM3HU COBPEMEHHBIE JETU U MOJPOCTKHU MPOBOASAT B UHTEPHETE, a 3HAUUT 0e3 6a30BbIX
3HaHUH B 00s1acTH KHOEpOE30MaCHOCTH UM, KaK M B3POCIIBIM, He 000WTHCH. YeM paHbllle HaYaTh
MIPUBUBATH HABBIKK O€30MACHOTO B3aUMOJICUCTBUS C BUPTYAJIbHON Cpeoi, TEM MPOYHEE OHU
ycBosITCA. W CTaHYT TAKUMU K€ €CTECTBEHHBIMH, KaK MBIThE PYK.

[TonymaiiTe, Kak 4acTO POJUTENN MOMAJAIOT B TAKYHO CUTYalUI0: PpEOEHOK CMOTPUT
BUJICO B MHTEpHETE. BbI BhIpakaeTe HEJJOBOIBCTBO TEM, CKOJIBKO BPEMEHH OH MPOBOJUT 33 3TUM
3aHATHEM WM KaKoi KOHTEHT BhIOMpaeT. Ha uTo momydaere pe3oHHbIH oTBET: «Ecnu Ob1 B
TBOEM JIETCTBE OBbIJIO OHJIAMH-BUAEO, THI ObI Bell ce0st MHaue?»

MHorue npeacTaBuTeIM NokoaeHus Z (moau, pogusirecs Mexay 1997 u 2015 rogamu)
HE BBINTYCKaIOT cMapT(OHBI U3 pyK. ['a/keTsl Juisi HUX MOA0OHBI HOBOMY OpPIaHy YyBCTB,
00BeANHSIONIEMY ¢ TTI00aTbHON ceThio. OHM BBIPOCIIM BMECTE C HHTEPHETOM, 3TO €CTECTBEHHAs
¥ HEOTheMJIEMAs YacThb UX KU3HU. Y MOKOJIEHUs Z B MHTEPHETE CO3aeTcsl CBOM 00pa3, HOBOE
«sD», TaM 7K€ IPOUCXOIUT NOCTUKEHHUE U MPOBEPKA OKPYKAIOLIETO MUpA.

CornacHo uccnenoanuto, mposeaeHaoMmy GlobalWebIndex 8 2019 roay, y 97%
IpeIcTaBUTENeH MOKOJIeHUs Z ecTh MOOWIbHBIN TenedoH, u 78% 13 HUX CUUTAIOT €ro
OCHOBHBIM YCTPONCTBOM JUIsI 1OCTyIla B UHTEPHET.

C yueToM ocoOeHHOCTEH TTOBEJCHUS JETEH U MOJIPOCTKOB B MHTEPHETE M UX
NOTPEOHOCTEH, CTOUT YAeNuTh 0c000€ BHUMaHUE aHOHUMHOCTH U TPUBATHOCTh, IEJTOCTHOCTH
QpoBoro odpasa, 3alKUTe peMyTalMH, 3aUTe OT KUOepOYUIMHTa U HeXeNlaTeIbHBIX
3HaKOMCTB, a TaK)K€ ()MHAHCOBBIX OHJIAH-TPAH3aKIWI U CYETOB.

CaM (pakT TOro, 4TO Yepe3 MHTEPHET MOKHO YTO-TO YKPACTh UM HAHECTU Bpel HE
BBI3BIBACT Y MOJPOCTKOB 0c000r0 yauBieHus. ['opa3no 60mabInii MHTEpeC OHU MPOSBISIOT K
TOMY, 4YTO MOKHO YKPAacTh UMEHHO Y HUX M KaK XaKepbl U KHOEPMOIIEHHUKH MOTYT HaBPEAUTh
Yyepe3 UHTEPHET UMEHHO HM.

[To nanHBIM HEABHETO HCCIIe0BaHUsS Komnanuu Proofpoint, mpou3Boasieii pemenus
JUIst 0€30I1aCHOCTH 3JIEKTPOHHOM 1MouThI, MeHee 1% BceX aTak IKCIUTyaTHPYIOT YSI3BUMOCTH
cucteM. OcTanbHble UCTIONB3YIOT YeloBeueckuil pakrop. Jpyrumu ciioBaMu, TEXHUYECKHE

cpeacTBa NpCAYyIpeKACHNUA U MOHUTOPHUHI'A aTaK YCIICIIHO COBCPIICHCTBYOTCA,



UCKYCCTBEHHbII HHTEJUIEKT U CPEACTBA AaBTOMATU3AL[MH MIO3BOJIAT OBICTPO pearupoBaTh Ha
OOJIBIIMHCTBO MHIMACHTOB, HO KaK OBITH C JEHCTBUSIMU CaMH JTIOAEH?

Bcenomunaercs kpacuBas uctopus npo ¢ppasiry3ckoro Mmapiuania Jlnore. Mapiuan cirysxun
B Adpuke. OHaXbI, CETYsI Ha )Kapy U CUIIbHOE COJIHIIE, OH PUKa3aJl MOAYMHEHHBIM 00CaIUTh
nopory nepeBbsiMu. [loqurHeHHbIE BO3pa3niM, YTO AEPEBbs BbIPACTYT ToONbKO yepe3 50 net. Ha
yto JInote mapuposain: «IMeHHO MOATOMY pabOTy HaJl0 HaYaTh CErOHS JKE».

B Onmwxkaiiime gecatuierus nokojaeHue Z yHaciaenyeT IIaHeTy, OHO OyET CTOSTh y
PyJsl KOMIAHUM, OpraHu3anui, rocyaapcts. OHo OyeT )KUTh B MUpE, T1ie 0e3 HaBBIKOB
UH(POPMALIMOHHOM 0€30MacHOCTH yke He 000iTHCh. UTOOBI 3TH HAaBBIKU C(hOPMUPOBANIUCE,
noTpedyeTcsi HeMallo BpEMEHHU, MMEHHO M0TOMY pabOTy CTOUT HayaTh CETOJIHS.

Yro xe aenaTb pOAUTENAM U yuuTensaM? 3anperars, IpOBEPATh W ITyCTUTh BCE HA
camoTek? B nepByro ouepes HaJj0 0CO3HATh, YTO MOJHOCTHI0 KOHTPOJIMPOBATH MOBEACHNE
peOeHKa Wi NOJPOCTKA B UHTEpHETE HEBO3MOXKHO. Tak *ke, Kak paHblle ObIJI0O HEBO3ZMOXKHO
MOJIHOCTHIO KOHTPOJIUPOBATh, UTO PEOCHOK JIEJIaeT BO IBOPE MOCIIE YPOKOB.

OnHako B3pocible MOTYT U JOJKHBI ObITh AaBTOPUTETHBIM HICTOUHUKOM MH()OPMALIUH O
TOM, YTO TAKO€ XOPOIIO U YTO TaKOE IJIOXO B HOBBIX PEaNUsX.

B nudpoBom mpocTpaHCTBE €CTh CBOM MpaBHiia FTUTUeHbI. K HCIIONb30BaHUIO HHTEPHETA
U IOTPeOJICHUIO HH(POPMAIIMH CTOUT OTHOCHTBHCS TaK )K€, KaK K MOTPEOICHHUIO B (PU3HMIECKOM
mupe. Kcratu, nokonenue Z BOCIPUHUMAET 3Ty MJIEI0 JOCTATOYHO JIETKO, HOCKOJIBKY I'PaHHIIbI
MEX]y peaibHbIM U BUPTYaJIbHBIM MUPOM JJISI HETO HECKOJIBKO PA3MBbITHI.

Bot 10 6a30BbIX ipueMoB HH(POPMAITMOHHOW 0€30I1aCHOCTH, O KOTOPHIX HY’KHO 3HATh U
TOBOPUTD JIETSAM U MOAPOCTKAM:

I. He naBaiite cBoit TeeoH HE3HAKOMBIM JIFOJIIM, KOTOPBIM SKOOBI HY>KHO CPOYHO
HO3BOHUTH. BBI ke He XOTHUTe, YTOOB! B pyKH HE3HAKOMIIEB MONaJl pa30JIOKUPOBaHHBIHI
Tenehon?

2. Wcnonp3yiiTe IIMHHBIE U HAJIEKHBIE TAPOJIH, A TAKKE OMOMETPHIO U
JIBYX(aKTOpHYIO ayTeHTU(UKALINIO, OCOOCHHO IS IIATEXKEN U ICHEKHBIX IIEPEBOJIOB.
Hcnonb3oBaHue yA0OHBIX KOPOTKHUX MAapOJIeH MOXKET III0X0 KOHYUThHCS.

3. Memblie pacckasbiBaiite o ceOe B uHTEpHETE. [lymaiiTe, KoMy U UTO BBl TOBOPUTE.
37I0yMBIIIJIEHHUKH MOTYT UCIIOJIb30BaTh PACKPBITHIE BAILIMMHU K€ pyKaMU JINYHBIE JaHHbIE,
YTOOBI aTAKOBATh Bac.

4. He npunuMaiite 3ampocsl Ha APyK0y OT HE3HAKOMBIX JIFOJICH B COITUATBHBIX
ceTsax. Kak MUHMMYM, 3TO MOKET KOHUUTHCS BaJIOM pekiamMHoro cnama. [Ipo Oonee ckBepHble

CIIEHApUU TUIIYT B Ta0JIOUIaX KaXIbIH JIEHb.



5. Cnenure 3a TeM, Kakye IPUIOKEHUS NIOIY4YaloT Ha BalllUX YCTPOWCTBAX JAOCTYI U
K yeMy. HoBoii urpe coBeplieHHO He 00513aTeNIbHO 3HATh, I/1€ Bbl celiYac HAXOJUTECh WM UMETh
JOCTYI K KaMepe U MUKPO(OHY.

6. OOHOBIIANTE IPOrpaMMBbI U ONIEpAIIMOHHBIE CUCTEMBI Ha BCEX YCTPOMCTBAX (HE
TOJIbKO MOOMJIbHBIX ). PazpaboTunku He 3psi €T CBOM XJ1e0 U B HOBBIX BEPCHUSAX JOOABIISIOT HE
TOJIbKO KpAaCHBBIE KHOIKH, HO U 3aKPbIBAIOT YSI3BUMOCTH.

7. C 0CTOPOXKHOCTBIO OTKPBIBAWTE 3JIEKTPOHHBIE MUCbMA. OTKPBIBATH TUChMA C
HEHU3BECTHBIX aJ[peCOB — BCE PABHO, UTO €CTh €11y, KOTOPYIO Halel Ha yiuie. ¢ hexT MoxeT
OBITH CXOXKHUM— 3apaK€HUE.

8. AKKypaTHee OTHOCUTECH K UCIIOJIb30BaHuUI0 MyOanuHbIX ceteit Wi-Fi npu
oOpaleHun K cBoeMy MOOWIIBHOMY OaHKy. B ceTu rocTuHUIl U IpyTUX MECT OT/bIXa 4acTo
BHE/IPSIOTCS JIIOOUTENHN JIETKOW Ha)KUBBI.

9. He ckaunBaiiTe «11oioMaHHOE» IPOrpaMMHOE 00€CIIeYeHNE C HEM3BECTHBIX
caiToB. 3apaxenue akTuaecku obecrneueHo. Jis aToro u pazmemiarot Takoe 110,
HAILIIUTOBaHHOE JIOBYIIIKAMH, a BOBCE HE JJIs YA00CTBa HAaMBHBIX I0JIb30BATENIEH.

10.  Konrtpomupyiite, yTo Bai peOEHOK OKyIaeT B UHTEPHETE — BCE CPECTBA AT
3TOTO BCTPOEHBI B COBPEMEHHBIE ONIEPALIMOHHBIE CUCTEMBL. BBl JOJKHBI 1aBaTh peOCHKY
paspelleHre Ha MOKYIKY B CETH B KaKJoM ciaydae. Hakonen, 3aBeaure /Ui 3TUX Lenen
OTJENIbHYIO €0ETOBYIO KapTy U NOMOJHSITE €€ Ha Ty CyMMY, KOTOPYIO He OOUTECh IOTEPSATH.

VY4uTe Ha COOCTBEHHOM NpUMEpPE

IToMHUTE, 4TO AETHU U MOAPOCTKH B IIEJIOM pa30MPAIOTCs B UCIIOJIb30BaHUH KOMITBIOTEPOB
U MOOMJIBHBIX YCTPOMCTB Jyullie Bac. Ho OHM He MMEIOT Balllero >KU3HEHHOT'0 OIbITa U 0osee
nosepunBsl. Kak norosapusana @pekeH bok, «Moil pykHu U yuu ypoKu». A COBPEMEHHBIM
POIUTENSIM CTOUT PETYJISIPHO HAlIOMUHATh CBOMM 4YajaM: «/cronb3yii JUIMHHBIE TAPOJIN U HE
CKauMBail Ha CBOM TeJe()OH YTO MO0,

Henb3sst npexycmotpets Bce. Ho MokHO HayuuTh pebeHka 6a30BbIM U IPUHIUITHATIEHBIM
BellaM. A B OCTaJIbHOM OH pa3z0epercs camocTosaTenbHO. Ho npekae Bcero, KOHEUHO,

cpaloTarOT Balll JIMYHBIA IPUMEP U IOBEPUTEIbHBIE OTHOIIECHUS.



Tema 4: Yrpo3bl HHPOPMALMOHHO 0€30NIACHOCTH: ATAKHU, CBSI3aHHbIE ¢ KOMIILIOTEPHOM
HHKeHepHe.
Crnioco0b! BbISIBJIEHUS] HAJTMYHSA BPeJOHOCHBIX KOJI0B Ha YCTPOHCTBAX.

IleﬁCTBI/IH nmpu oﬁﬂapyme}mn BPE€AOHOCHBIX KOAOB Ha yCTpOﬁCTBaX.

[Tonb3oBarenu kommnbeioTepoB Windows u Mac, cMapT(hOHOB U IUTAHIIETOB HAXOASTCS MO
MOCTOSIHHO PacTylled Yrpo30M, HMCXOMSIIEH OT KOMIBIOTEPHBIX BHPYCOB U BPEIOHOCHBIX
nporpamM. [IpuHsTHe Mep O3HauaeT MOHMMAaHHWE TOTO, C Ye€M BBl CTOJKHYIUCh. PaccMoTpum
OCHOBHBIC TUIIBI BPEAOHOCHBIX MPOIrpaMM U UX MTOCJICACTBUA.

Tepmun «BpenonocHoe I1O» wucmonp3yeTcs uisl omHMcaHWs JHO00M BPEIOHOCHOM
IpOrpaMMbl Ha KOMIBIOTEPE WU MOOWUIBHOM YCTPOMCTBE. DTH MPOrpaMMBbl YCTaHABIMBAIOTCS
663 cornacus IIOJIb30BaTelei u MOTYT BBI3BIBATb PAA HCIIPHUATHBIX HOCHGHCTBHﬁ, TaKuX KakK
CHHIXCHHUC MMPOU3BOAUTCIBHOCTH KOMIIBIOTEPA, U3BJICUCHUC U3 CUCTCMbI ICPCOHAJIBHBIX OTaAHHBIX
MOJIb30BATENsl, YJAJICHUE NaHHBIX WIM JaKe BO3JEHCTBHE Ha palbOTy ammapaTHbIX CPEICTB
KoMmmbioTepa. [locKONIbKy KHOEpNpEeCTYNMHUKU NPUAYMBIBAIOT Bce Ooyiee CIOKHBIE CHOCOOBI
IIPOHUKHOBEHUSI B CUCTEMBI II0JIb30BATENEH, PBIHOK BPEJOHOCHBIX IPOrpaMM CYIIECTBEHHO
pacuupwics. JlaBailTe paccMOTpUM HEKOTOpbIE M3 HaumboJee paclpOCTPAHEHHBIX THUIIOB
BPCAOHOCHBIX MMPOrpaMM, KOTOPBIC MOKHO BCTPETUTh B MHTCPHETC.

1. Bupycsl

KoMmmpioTepHble BHPYCHl TONYYWIM CBOE Ha3BaHHE 3a CIOCOOHOCTH «3apaykaThb»
MHOXecTBO (ailioB Ha KoMmmbioTepe. OHM paclpoCTpaHSIOTCS M Ha JPYrHe MallWHBI, KOrna
3apa)xeHHbIe (haliIbl OTIPABISAIOTCS MO AJICKTPOHHOU MOYTE WM MEPEHOCITCS MOJIH30BATEISIMU
Ha (U3MUECKUX HOCHUTENsX, Hanpumep, Ha USB-Hakonutensx wiu (paHblle) Ha quckerax. [lo

JNaHHbIM HallmoHaIbHOrO HHCTUTYTA cTaH1apToB U TexHosoruit (NIST) , nepBblii KOMIIBIOTEPHBIN

BUpYC 1oj Ha3zBaHueM «Brain» Obin Hamucan B 1986 romy nBymsi OpaThsiMu C LENbIO HAaKa3aTh
nuparoB, Bopywomux [1O y xomnanuu. Bupyc 3apaxkan 3arpy304yHbld CEKTOp HHUCKET U
HepeaaBajcs Ha Apyrue KOMIbIOTEPhl YePe3 CKOMMPOBAHHbIE 3apaKEHHBIE IUCKETHI.

2. YepBu

B oranume ot BUpycCOB, YepBsM Ul PAacHPOCTPaHEHUs HE TpeOYIOTCS BMELIATelbCTBA
YeJIOBEeKAa: OHM 3apakaloT OJMH KOMIBIOTEp, a 3aTeM uepe3 KOMIBbIOTEpHbIE CETH
pacmpoCTpaHsIOTCS HA JpyTryWe MaIIMHBI 0€3 y4JacThs WX BIaaenbleB. VICronb3ys ysS3BUMOCTH
CEeTH, HaIpUMep, HEJOCTATKH B IIOYTOBBIX MPOrPaMMax, YePBH MOTYT OTIPABIIATH THICSYH CBOMX
KOIM U 3apa’kaTh BCE HOBBIE CHCTEMBI, U 3aT€M IIpoliecc HauMHaeTcst cHoBa. [lomuMo Toro, uto

MHOTHC YCpBU MPOCTO «CHBCHAAOT»  CUCTCMHBIC PCCYPCHI, CHM)Kasd TEM  CaMbIM
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HIPOM3BOUTENBHOCTh KOMIIBIOTEPA, OOJBIIMHCTBO M3 HUX TENEPb COAEPKUT BPEAOHOCHBIE
«COCTaBJISIOIINEY, TPeIHA3HAYEHHbIE JUIs KPaXXH WU yaaieHus (aitinos.

3. Pexiaamuoe 11O

OpauM u3 Hambosee pacHpOCTPAHEHHBIX THUIIOB BPEIOHOCHBIX IPOTPaMM SIBISETCS
pexiamHoe [10. IIporpammbl aBTOMaTHYECKH JOCTAaBIISIOT pEKJIaMHbIE OOBSBICHHS Ha XOCT-
KommbioTepsl. Cpeau pasHoBuAHOCTEN Adware - BCIUIBIBaIOIME pEKIaMHble 0ObsBIEHHS Ha BEO-
CTpaHHMIIaX M peKjama, BXojsdmas B cocTtaB «bOecrutatHoro» I10. HekoTopele pekiamHbIe
POrpaMMbl OTHOCUTENILHO OE3BPENHBI, B JPYIHX HCIOJIb3YIOTCS MHCTPYMEHTBI OTCICKUBAHMS
Juis cOopa MH(OPMAIMHK O BallleM MECTOHAXO0XK/IEHHH WM UCTOPUH MTOCELIEHUs CAiTOB U BBIBOJA
IeJIeBbIX OOBSIBIICHUIM Ha 3KpaH Bamlero kommbioTepa. BetaNews cooburmn o0 oOHapyKeHUH
HOBOro THmna pexiaamMHoro 10, KOTOpbIil MOKET OTKJIIOUUTh aHTUBUPYCHYIO 3auTy. [lockosbKy
Adware ycTaHaBIHMBAaeTCs C COTJAcHs MOJB30BATENsI, TAaKHME IPOTPaMMBbl HENb3s Ha3BaTh
BPEIOHOCHBIMM: OOBIYHO OHU HACHTUQHULUMPYIOTCA KaK «IOTEHIHAJIbHO HeKeIaTelbHbIe
IpOrpaMMBbI».

4. Inuonckoe IO

[[Imuonckoe IO pemaer TO, YTO MpeAIoNaraeT €ro Ha3BaHHWE - CIEIUT 3a BallUMH
JeicTBUsAMHU Ha KoMnbloTepe. OHO cobupaeT MH(opMaIuio (HapuMep, perucTpupyeT HaxaTus
KJIaBUII HA KJIABUATypE BaILETO KOMIBIOTEPA, OTCIEKHUBAET, KAKUE CANTHI BBl IOCEIIAETE U 1aXKe
NepEeXBaThIBAET BallM PETUCTPALIMOHHBIE ITaHHBIE), KOTOpPask 3aTEM OTIPABIISAETCS TPETHUM JIMLIAM,
KaK mpaBuiio, kubepnpectynHukaM. OHO TakKe MOXKET M3MEHSATH OIpEJIEeICHHbIE MapaMeTpbl
3allMThl Ha BallleM KOMIBIOTEpE WM MPEMsITCTBOBATh CETEBBIM coeAuHEHHsM. HoBble TuIbI
LIMUOHCKUX MPOTrpamMM MO3BOJISAIOT 3JI0YMBILUIEHHUKAM OTCIIEKUBATh TIOBEJIEHUE M0JIb30BaTENIEH
(ecTecTBeHHO, O6€3 UX COTJIACHs) HA PAa3HBIX YCTPOMCTBAX.

5. IIporpaMMbI-BbIMOT aTEJ U

[IporpaMMbI-BBIMOTAaTEIN  3apakKalOT ~ Ball  KOMIBIOTEp,  3aTeM  IMUQPYIOT
KOH(HICHIINATbHBIE TaHHbIC, HAlPUMEp, JIMYHbIE JTOKYMEHTHI Wiu (oTtorpaduu, m TpeOyroT
BBIKYII 32 X paclIu(ppoBKy. Ecim Bl 0TKa3bplBaeTeCh IUIATUTh, JaHHbIE yaaisatorcs. Hekoropele
TUIBl TPOrpaMM-BbIMOraTeNeil MOTyT IOJHOCThIO 3a0JIOKMpPOBAaTh JOCTYH K BallleMy
KoMIbioTepy. OHM MOTYT BbIJIaBaTh CBOM JICHCTBHA 32 pabOTy MPaBOOXPAHUTEIbHBIX OPraHOB U
OOBHMHHUTH Bac B KaKMX-JIMOO MPOTUBOINpPaBHBIX noctynkax. B ntone 2015 rona B LlenTp npuéma
kano0 Ha momeHHnYecTBO B UHTEepHeTe npu @BP obparuinvch monbs30BaTenu, COOOIMIMBIINE O
¢dbuHaHCOBBIX MOTEpsix Ha obmryro cymmy 18 000 000 monnmapoB B pe3yibTaTe NEATEIbHOCTH

Bupyca-BoeiMorarens CryptoWall.


https://betanews.com/2015/11/25/malwarebytes-exposes-adware-that-disables-antivirus/
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6. bornl

botel - 93TO0 mporpaMmbl, NpeAHAa3HAUYECHHBIE /i aBTOMAaTHYECKOTO BBIMOJIHEHUS
onpeneneHHbIX omnepauuii. OHM MOTYT HCHOJB30BATBCA Ui JITUTHMHBIX —IeJIed, HO
37I0YMBIIIEHHUKH TIPUCTIOCOOMITN WX ISl CBOMX BPEIOHOCHBIX Iierieil. [I[pOHHKHYB B KOMITBIOTED,
OOTBHI MOTYT 3aCTaBUTh €TO BBHIMOJIHATH ONpe/IeICHHBIE KOMAaH bl 6€3 0/100peHus Wi BooOIIe 6e3
BEJIOMa IOJIb30BATENs. XaKepbl MOTYT TaKXe MBITAThCS 3apa3uTh HECKOJIBKO KOMITBIOTEPOB
OJTHUM M Te€M € OOTOM, 4TOOBI CO3/aTh OOT-CETh, KOTOpas 3aTeM OyAeT MCIHOIb30BATHCS IS
YIAJICHHOTO YIIPaBJICHHsI B3JIOMAaHHBIMH MAIlMHAMH - KPacTh KOHQUACHIMAIBHBIC TaHHEIE,
CIICIUTh 3a JEHCTBHSAMHU >KEPTBBI, ABTOMATHYECKH pPACIPOCTPaHATh CIaM WM 3allyCcKaTh
paspyumtensabie DDoS-ataku B KOMIBIOTEPHBIX CETSIX.

7. PyTKUTBI

PyTKHUTBI TIO3BOJISIFOT TPEThEH CTOPOHE MOJIYyYaTh YIAAJCHHBIH AOCTYI K KOMIBIOTEPY H
yOpaBIATh WM. OTH TPOTrpaMMbl HUCTONb3ytoTcs [T-crenuanucramMu uis JIUCTaHIIMOHHOTO
yCTpaHEHUsi ceTeBbIX MpobiseM. Ho B pykax 3/I0yMBIIUIEHHUKOB OHHU IPEBpallaloTCs B
MHCTPYMEHT MOIICHHUYECTBA: TPOHUKHYB B Balll KOMIIBIOTEP, PYTKUTHI OOECIIEUYMBAIOT
KAOEpIPECTYITHUKAM BO3MOKHOCTD TTOJIYYUTh KOHTPOJIb HAJl HUIM M TIOXUTHTD BaIllM IaHHBIC WJIH
YCTaHOBHTB JIPYTHE BPEIOHOCHBIE MPOTPaMMbI. PYTKUTBI YMEIOT KaueCTBEHHO MaCKUPOBATh CBOE
NPUCYTCTBUE B CUCTEME, UTOOBI OCTaBaThCs HE3aMEUEHHBIMH KaK MOKHO JloJibie. OOHapyskeHue
TAKOTO BPEJOHOCHOTO KoJa TpeOyeT PyYHOrO MOHHUTOPHHTA HEOOBIYHOTO MOBEICHHS, a TAKKE
PETYIISIPHOTO BHECEHHSI KOPPEKTHPOBOK B IPOTPaMMHOE 00ECIIEYeHUE U OTIEPAIMOHHYIO CUCTEMY
JUTSL UCKJTFOUEHHSI TOTCHITUATLHBIX MapIIPYTOB 3apasKEHHUSI.

8. TposincKkue nporpaMmbl

Bostee n3BecTHBIE Kak TPOSHIIBI, ITH MIPOTPAMMBbI MACKUPYIOTCS TTO/T JISTUTUMHBIE (haiiiTbl
wi [10. Tlocne ckaunBaHUS U YCTAHOBKU OHHM BHOCSIT U3MEHEHHUS B CHCTEMY M OCYIIECTBISIOT
BPEJIOHOCHYIO JIEATEIILHOCT 0€3 BeJJoMa HITH COTIIacusi JKEePTBHI.

9. baru

baru - ommbOku B parMeHTax MporpaMMHOTro Koja - 3To He Tl BpemoHocHoro 10, a
MMEHHO OIIMOKH, TOMYIIeHHbIE MPOrpaMMUCcTOM. OHU MOTYT UMETh NaryOHbIE MTOCIEACTBUS s
BaIlIer0 KOMITbIOTEPA, TAKUE KaK OCTAHOBKA, COOM MM CHM)KEHUE MPOU3BOAUTENBHOCTU. B TO e
BpeMs Oaru B CHUCTeMe OE30MacHOCTH - 3TO JIETKUH cHoco0 Ui 3J0YMBIIUICHHUKOB O00MTH
3aIUTY W 3apa3uTh Bamry MamuHy. O6ecneduenue 6osee 3¢ HEKTUBHOTO KOHTPOJIS 6€30MacHOCTH
Ha CTOpOHE pa3paboTYMKa MOMOTraeT YCTPAHHTh OIIMOKH, HO BaXXHO TaKKe pEryJSIPHOTO

IPOBOJIUTH IIPOrPaMMHbIE KOPPEKTUPOBKH, HAIIPABJICHHbIE HA YCTPAaHEHHE KOHKPETHBIX 0aros.



Mu¢sni 1 pakTbl

CymiecTByeT psJl pacipoCTpaHEHHBIX MU(OB, CBA3aHHBIX C KOMITBIOTEPHBIMU BUPYCAMHU:

. JIro0oe cooOmenne 00 omuOKe KOMIBIOTEPAa YKa3blBaeT Ha 3apaskeHue
BHPYCOM. DTO HEBEpPHO: COOOMIEHHs 00 OIMOKaxX TaKKe MOTYT OBbITh BBI3BAaHBI OLIMOKAMHU
anmnapaTHOTO UJIM MPOrpaMMHOI0 0OecIeYeHusl.

. Bupycam u uyepBsM Bcerga Tpedyercss B3aUMOJeiiCTBHE ¢ NMOJIb30BaTeJeM.
910 He Tak. J{1s1 Toro yToOb! BUPYC 3apa3uil KOMIIBIOTED, JOJKEH OBbITh UCIIOJIHEH KO, HO 3TO HE

TpebyeT yuwacTusi mojb3oBarens. Hampumep, ceTeBOMl 4epBb MOXKET 3apa)kaTh KOMIIBIOTEPHI

[10JIb30BaTENIe aBTOMaTUYECKH, €CJIM HA HUX UMEIOTCS ONPEACICHHBIC YSI3BUMOCTH.

. BJ10KeHHs K 3/1eKTPOHHBIM MUCBMaM OT H3BECTHBIX OTIIPABHTEJICH SIBJIAIOTCS
0e30macHbIMH. DTO HE TaK, [IOTOMY 4YTO 3TH BJIOKEHUS MOTYT OBITH 3apa’K€Hbl BUPYCOM U
MCIIOJIB30BAThCS NIl PACIpPOCTPAHEHUs 3apakeHus. Jlake eciau Bbl 3HACTE OTIPABUTENS, HE
OTKpBIBAlTE HUYETO, YTO B UEM Bbl HE YBEPEHBI.

. AHTHBHMpPYCHbIE NPOrPaMMbI MOIYT NpPeIOTBPATHTHL 3apaxenue. Co cBoei
CTOPOHBI, MOCTaBIIMKU aHTUBHpYcHOro 1O nenaioT Bce BO3MOXKHOE, YTOOBI HE OTCTaBaTh OT
pa3pabOTYUKOB BPEJOHOCHBIX MPOrpaMM, HO MOJIb30BATEISIM 0053aTENbHO CIEIyeT YCTAaHOBUTD
Ha CBOEM KOMIIBIOTEpE KOMIUIEKCHOE 3alIUTHOE pelleHue kiacca Internet security, KOTOpBIH
BKJIIOYAET B ce0sl TEXHOJIOTUH, CHEIMAIbHO MpeIHa3HAYEHHBIC ISl aKTUBHOTO OJIOKHMPOBAHHUS
yrpo3. Jaxe mpu oM, uTo 100-mpoueHTHOM 3auThl HE CylecTBYeT. HyHO MPOCTO OCO3HAHHO
HOJXOAUTh K OOECIEeYeHHI0 COOCTBEHHON OHJIaliH-0€30MacHOCTH, YTOOBl YMEHBIIUTh PUCK
IIOJIBEPTHYThCS aTaKe.

. Bupycel moryT HaHecTH pu3nyecknii ymep0 BameMy KoMnblorepy. Yro eciu
BPE/IOHOCHBIN KOJI MPUBEJET K MEPErpeBy KOMIIBIOTEpPA MM YHUUTOXHUT KPUTHUYECKH Ba)KHBIE
MUKpouuIibl? [ocTaBIIMKY 3aIIUTHBIX PEIICHUH HEOAHOKPATHO PA3BEHUUBAIIN 3TOT MU} - TaKHe
MOBPEXKACHUS IPOCTO HEBO3MOKHBI.

Mexny TeMm, poCT KOJIMYECTBAa YCTPOWCTB B3aMMOJICHCTBYIOIIMX JApPYr € JAPYroM B
Nurtepuere Bemeii (IoT), oTKkpeIBaeT AOMOTHUTEIBHBIE UHTEPECHBIE BO3MOXHOCTH: YTO €CIIH
3apaKeHHbII aBTOMOOMJIb CBENET C JOPOrHM, WIM 3apak€HHas «yMHas» Iedb MPOJODKUT
HarpeBaThCs, MOKAa HE CIYYUTCS IPEBBIIIEHUE HOpPMalbHOW Harpy3ku? Bpemonocnoro 10
OyIylero MoxeT cliejaTh Takol pu3nyeckuil yuep0 peaabHOCThIO.

VY nonp3oBaTesen €CTh Psii HEPABWIBHBIX IIPEICTABICHUN O BPEIOHOCHBIX IPOrpaMMax:
HaIpUMep, MHOTHE CUYMTAIOT, YTO IPU3HAKU 3aPa’KEHUS BCETA 3aMETHBI M I03TOMY OHH CMOTYT

ONpEACINTh, YTO MX KOMIBIOTEp 3apakeH. OJHAKO, KakK IpaBuio,


https://www.kaspersky.ru/resource-center/threats/viruses-worms

BpenoHocHoe 1O He ocTaBisieT crnefoB, W Ballla CUCTeMa He OyJeT MOKa3blBaTh KAKUX-THOO
IIPU3HAKOB 3apaKCHUSI.

Tak jke He CTOUT BEPHUTh, YTO BCE CANTHI C XOpolIeH penyTamnuei 6e3onacHbl. OHM TaKkKe
MOTYT OBITh B3JIOMaHbI KHOEPIPECTyMHUKAMH. A MOCEIICHNE 3aPaKEHHOTO BPEAOHOCHBIM KOAOM
JETUTUMHOTO caiiTa — e1iie 0OoJIbIasi BEPOSTHOCTb JAJIS MTOJIH30BATEIISI PACCTATHCS CO CBOCH JTMUHOM
uHpopMmanueit. ImenHo aro, mpousonuio ¢ BecemupusiM 6ankoM. Taxke MHOTHE MOJIb30BATENN
CUMTAIOT, YTO WX JIMYHBIE JaHHbIe - (oTorpaduu, JOKYMEHTHI M (aillibl - HE NPEACTaBISAIOT
WHTEepeca sl co3JaTeneil BPEAOHOCHBIX MporpaMM. KuOeprpecTymHUKH K€ HCHOIb3YIOT
00IIeTOCTYIIHBIE JaHHBIC JJIsi TOTO, YTOOBI aTaAKOBATh OTACIBHBIX MMOJIH30BATENEH, HITU cOOpaTh
uH(popMaInoo, KOTOpasi MOMOXKET UM CO3/1aTh (DUIIUHTOBBIE MHUCHMA, YTOOBI MPOHUKHYTH BO
BHYTPEHHUE CETH OpraHU3alUi.

CranapTHbIe METO/IbI 3aPa’KeHU

Wrak, xak xe MpOUCXOIUT 3apaKE€HUE KOMITBIOTEPHBIMU BUPYCAMU WUJIU BPEJOHOCHBIMU
nporpammamMu? CyliecTBYeT HECKOIBKO CTAHIAPTHBIX CITOCOO0B. ITO CCHUIKUA HA BPEIOHOCHBIC
CalThl B DJIEKTPOHHOI MOYTE WM COOOIICHUAX B COIUANBHBIX CETAX, MOCEUIEHUE 3apaKEeHHOTO
caiita (u3BecTHOro kak drive-by 3arpyska) u ucnonbzoBanue 3apaxeHHoro USB-HakonuTens Ha
BAlllEM KOMIIBIOTEpE. YS3BUMOCTH ONEPALMOHHOM CHUCTEMBI M TPUIOKEHUN MO3BOJSIOT
3JI0YMBINIUICHHUKAM yCTaHaBIUBaTh BpenoHocHoe [10 Ha kommsrotepshl. [TosTomMy uisi cHUYKEHUS
pHUCKa 3apa)KeHHsl OYeHb BAXKHO YCTaHABIMBATh OOHOBJIEHUS MJISi CUCTEM OE30MaCHOCTH, Kak
TOJIbKO OHU CTAHOBSTCS IOCTYITHBIMH.

KubepripecTynmHUKH YacTO MCHOJB3YIOT METOABl COIUATBHOW HWHXKCHEPHUH, YTOOBI

00MaHOM 3aCTaBUTh Bac JIeNaTh YTO-TO, YTO YIPOKaeT Balleil 6€30MacHOCTH WM O€30MacCHOCTH
Baleil kommanuu. OUIIUHTOBBIE COOOIIEHUS SBISIOTCSA OJHUM U3 HauboJiee paclpoCTPAaHEHHBIX
MeTO/I0B. BBl monyuaeTe Ha BUJ aOCOIOTHO JISTUTHMHOE 3JIEKTPOHHOE COOOIICHHE, B KOTOPOM
Bac yOeXIaloT 3arpy3uTh 3apaK€HHBINH (aill WM TOCETHTh BPEIOHOCHBIN BeO-cait. Llenb
XaKepoB - HaMUcaTh COOOIIEHUE TaK, YTOObI Bbl HALIUIM €T0 YOeAUTEIbHBIM. JTO MOXKET OBbITh,
HanpuMep, IpeaynpekIeHue 0 BO3MOKHOM BUPYCHOM 3apa’kKeHUHU WM YBEIOMIIEHUE U3 BAIllErO
0aHKa WM COOOIIEHHE OT CTapOTOo APyTa.

KonpuneHnuansHpie JaHHBIC, TaKWe KaK I[apojH, SBISIOTCA TJIABHOW IIEIBIO
KuOeprnpecTynHUKoB. [IToMUMO MCTIONIB30BaHNs BPETOHOCHBIX MPOTrpaMM i IiepexBaTa naposiei
B MOMEHT MX BBOJA, 3JIOYMBIIUICHHUKH TaK)K€ MOTYT COOMpAaTh Maposid C BeO-CalTOB M APYTrHX
KOMITBIOTCPOB, KOTOPHIC OHU B3JIOMAJIH. Bot Mo4YeMy TaK BaXHO HUCIIOJIb30BATb YHI/IKaHLHBIﬁ u
CJIOKHBIHN MApOJIb ISl KaXA0W yueTHOH 3amucu. OH TOJDKEH COCTOsATh U3 15 u 6ojiee CUMBOJIOB,
BKJIIOYAIONUX OyKBBI, UHU(PpBl W CHeluadbHble CUMBOJBL. TakuMm oOpa3oMm, eciu

KI/I6epHpeCTy1'IHI/IKaM YAacTCAda B3JIOMAaTh OAWH AKKAYHT, OHU HC IOJy4daT AOCTYII KO BCEM


https://www.kaspersky.ru/resource-center/definitions/what-is-social-engineering
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BaIllUM Y4eTHbIM 3anucsM. K coxaneHuto, 60IbIIMHCTBO MOJIb30BATENCH UMEIOT OUeHb cialble
HapoJii: BMECTO TOTO, YTOOBI MPUIYMaTh TPYAHOAOCTYIHYIO KOMOMHAIIMIO, OHU 00paIarTcs K
standby-napossm tuna «123456» wim «Password 123y, KOTOpbIE TPECTYIMTHUKH JIETKO OJ0UPAIOT.
Jla’xe KOHTPOJIbHBIE BONPOCHI HE BCErZla MOTYT CIyXHTh 3((EKTUBHON 3aLUTOH, OTOMY YTO
MHOT'H€ JIFOJIU AT OJIMH U TOT € OTBET Ha Bolpoc «Baite nobumas ena?, HalpuMep, €ciiy Bbl
HaxonuTech B CoennHeHHbIX llTarax, To moYTH HaBepHsIKa OTBET OyleT -
«Tnmua».

IIpu3Haku 3apaxkeHust

XoTs1 O0JBIIMHCTBO BPEAOHOCHBIX MPOTPaMM HE OCTABJISIET HUKAKUX SIBHBIX CJIEJIOB, U Balll
KOMIIbIOTEp paboTaeT HOPMAJIbHO, MHOIJIA BCE K€ MOXHO 3aMETUTh NPHU3HAKH BO3MOKHOTO
3apakeHusi. Camblii TEpBBII M3 HUX - CHW)KEHUE MPOU3BOJUTENBHOCTH, T.€. MPOIECCHI
NPOMCXOIAT MEHAJICHHbIE, 3arpy3ka OKOH 3aHuUMaeT OoJibllle BpeMEeHH, B (DOHOBOM peKHME
paboTaroT Kakue-To Cily4aiHble porpaMMsl. Eille 0THUM HacTOpa)XUBAIOLIUM ITPU3HAKOM MOXKET
CUHUTAThCA U3MEHEHHBIX JOMAIlIHUX MHTEPHET-CTPAaHUI] B BallleM Opay3epe win 0ojee 4acToe, 4eM
0OBIYHO, MOSBJICHNE BCIUIBIBAIONINX 00BsIBIEHUI. B HeKoTOpBIX citydasx BpegoHocHoe 10 naxe
MOYKET BIHSATH Ha 6a30Bble (DYHKIIMU KOMITbIOTEpa: He OTKphIBaeTcsi Windows, HET MOAKIIOYESHHUS
K MHTepHETY MK JocTymna K 00jee BRICOKOYPOBHEBBIM (DYHKIIUSIM YIIPABIICHHSI CHCTEMOH Oolee
BBICOKOTO0 ypoBHs. Ecnm Bbl mMOj03peBaeTe, 4TO Ball KOMIBIOTEP MOXKET OBITh 3apa)keH,
HEMEJIEHHO MTPOU3BENTE IPOBEPKY cucTeMbl. Eciu 3apakeHre He 0OHapyKeHO, HO BbI BCE €I11e

COMHEBAETECH, ITOJIyYUTE BTOPOE MHEHUE - 3aIlyCTUTE AJIbTCPHATUBHBINM aHTUBUPYCHBIN CKaHED.



Tema 5: Yrpo3bl uHpopMannoHHO 0€30MACHOCTH: ATAKHU, CBSI3AHHBIE C COUMATbHOM
UHKeHepueii.

I'pymuHr, kudepOy/UIMHT.
YeMy MbI 10JI2KHbI HAYYUTh peOéHKa 15 npopuaakTuku Hacuaust B Cetu?

ConmanbHas HH>XEHEPHsI UCTIONB3YETCS €KETHEBHO OOBIYHBIMU JIFOJIBMU B TIOBCETHEBHBIX
curyauusx. Hampumep, BO B3aMMOJEUCTBUM II€IAaroroB CO CBOMMHM Y4Y€HHMKamMHu. Bpauw,
MICUXOJIOTH M MCUXOTEPAINEBThl YacTO MCIOJB3YIOT 3JEMEHTHI COIMATIbHON MH)XKEHEPUH, YTOObI
“MaHHUITYJIMPOBATh CBOUMM IMALIMEHTAMM, JUISl MPUHATHS MEp, KOTOpPbIE MOMOI'YT HNAlUMEHTY, a
MOIIIEHHUK HCIIONB3YeT 3JIEMEHTHI COIMAIbHON WH)KEHEPUH, YTOObI yOEeTUTh €ro BBIMOIHUTH
JNEUCTBUS, HEOOXOAMMBIE 3JIOYMBIIUICHHUKY WM PaCKPhITh MH(MOpMaImi. XOTsS KOHEI UTPhI
CHWJIBHO OTJINYAETCsl, OJX0J MOET ObIThb OYeHb MOXO0XK. IICHMX0JIOr MOXET MCIOJIb30BaTh P
XOPOLLO MPOJYMaHHBIX BOMPOCOB, YTOOBI IOMOYb NAIIUEHTY MPUITH K BHIBO/Y, YTO HEOOXOUMBI
NepeMeHbl. AHaJIOTUYHBIM 00pa30M MOIIEHHUK OyIeT UCTIOIB30BaTh PAJl XOPOIIO TPOAYMaHHBIX
BOIIPOCOB, YTOOBI MOCTABUTh €ro IeNIb B ysA3BHMOE MosoxeHue. Kak u 11000 MHCTpyMEHT,
COLIMaJIbHAsl MH)KEHEPHs] HE SBIISETCS «XOpOILEH» WU «IJIOXOW», 3TO MPOCTO MHCTPYMEHT,
KOTOPBII UMEET MHOTO Pa3JIMYHbIX TPUMEHEHUH.

ConuanbHas MHXEHEpHs B KOHTEKCTe WMH(OPMAIMOHHOW 0€30MacHOCTHU, OTHOCHUTCS K
MICUXOJIOTUYECKOM MAHUMYJISLUUA JIIOJIeH, KOTOPbIE MPUBOASAT K COBEPIICHHUIO ACHCTBUS WU
pasrIameHuo KOHPUICHINATHPHON HHPOPMAITUH. ITO MOXKET OBITh 3I0yIIOTPEOICHHE TOBEPHEM
¢ 1enpto coopa nHpopmaruu. CounanbHasi HHXEHEPUS YacTO SBISETCS OJHUM U3 MHOTHX I1aroB
B 00Jiee CIOKHYIO CXEMYy MOIICHHUYECTBA.

B 00mem 3HaueHNM conpanbHasi HHKEHEPHS - 3TO aKT MAHUITYJISIIIH YEIOBEKOM, KOTOPBIi
IIPOBOLUPYET BBIMOJHUTH ACHCTBHE, KOTOPOE KaK MOXKET ObITh B MHTEpecax 4esloBeKa, TaK U B
MHTEpecax 3JI0yMBIIIJICHHUKA.

PaccMoTpuM OCHOBHBIE BU/JIbI COLIMATIbHBIX HHKEHEPOB.

— Xakepsl. [locTaBOMKM NPOrpaMMHOIO OOECTIEYeHHsS CTAHOBSTCS Bce Oolee
NpOABUHYTHI B co3faanuu Takoro 10, kotopoe 6osee 0e30macHoO U CIOKHO AJis B3noMa. Tak Kak
B3JIOMaTh Xopomio 3amuineHHoe [10 3aTpyaHUTenbHO, Xakepbl MPUOEraloT K COIHAIbHOMN
nHx)eHepuu. OHU 4acTO UCHOJIb3YIOT COUETAHUE alMapaTHBIX U TUYHBIX HABBIKOB.

— «IlenTectepr». IleHTECT — METO/ OLIEHKH OE€30MMACHOCTH KOMIBIOTEPHBIX CUCTEM WIIU
ceTeil cpeAcTBaMHM MOJEIMPOBAHUS aTaKH 3JI0YMbIIUIEHHUKA. B MH(OpMalMOHHBIX cHCTeMax
XpaHUTCS, 00pabaThiBaeTCs, HMUPKYIHPYET paziuuHas HHopMaius, MoTeps WM HCKaKEHUE
KOTOPOIl MOKET HaHEeCTH CyIlecTBeHHbIN Bpen. [Ipolecc BkitoyaeT B ce0sl aKTUBHBIA aHAIN3

CHUCTEMbl Ha HaJIW4YUC ITIOTCHHUAJIBbHBIX ySI3BHMOCT€fI, KOTOPLIC MOTYT CIHPOBOLMUPOBATH



HEKOPPEKTHYI0 paboTy LEeNeBOW CHCTeMbI, JUOO TMONHBIA OTKa3 B oOciyxuBaHuu. Llenb
UCIBITAHUM HAa TPOHUKHOBEHHWE — OLEHUTh €ro BO3MOXHOCTb OCYIIECTBJICHUS U
CIPOrHO3MPOBAaTh SKOHOMMYECKHE TOTEPU B PE3YJIbTAaTEe YCIEIIHOTO OCYLIECTBICHUS aTaKu.
«IlenTectepb» — OTO JIIOAU, KOTOPHIE MPOBOJIAT MOJEIMPOBAHUWE AaTaKu Ha CHCTEMY,
AQHATM3UPYIOT BO3MOJXKHBIE YSI3BUMOCTH, HO HE HCIONB3YIOT COOpaHHYI0 HH(OpMAIUIo st
JIMYHOM BBITOJIBI WM yiiepOa koMmnanuu. OIHaKO, TOTEHIIHAIBHO 3TO BO3MOXKHO.

— [nuonsl. Mcnonp3yioT cONUaNbHYI0 WHXXEHEPUIO Kak crnocod >ku3Hu. [loMmumo Toro,
YTO OHU M3YUWJIM UCKYCCTBO COLMAIIbHOW MHXEHEPHM U SBISIOTCS HKCIEPTaMU B 3TOW Hayke,
OUYEHb YacTO IINMHOHBI TAK)KE ONMUPAIOTCS Ha HoBepre. OHU HEMHOTO (2 MOKET U MHOI'0) 3HAIOT O
Ou3HEeCe U BIACTH U UCIIOJIb3YIOT 3TO, KaK phluar JaBiICHHUS.

— Bopsb! muunoit nundopmanyu. JJaHHbINA BUJ COLMATBHBIX HHXEHEPOB UCIOIb3YET TaKyIO
UH(OPMALINIO, KaK, HAIPUMEp, UM YeJIOBEKa, HOMep 0aHKOBCKOI'O CUETa, aJIpec, aTa pOKACHNU,
¥ HOMEp COLIMAIBHOTO CTpaxoBaHUs, 0e3 BegoMa Biajeiblia. DTO MPECTYIJICHHE OCHOBBIBACTCS
Ha MCIOJIb30BaHUU JUYHON HHPOPMALUH JIIsl TOpa3io 0oJiee CI0KHOI0 IPECTYIUICHUS.

— HenobOpocoBecTHble coTpyaHukH. B 000t chepe aeATEIBHOCTH CIIy4aroTCs
KOH(IUKTHI pabOTHUKA U paboToaaTeNs, MHOTa 3TO MIPUBOJUT K TOMY, YTO PaOOTHHK HAYMHAET
Bpak1eOHO OTHOCUTHCS K paboToaaTento. [IockoiapKy pabOTHHK, KaK PaBUIIO, IBITAETCS CKPBITh
CBOE HEJOBOJIBLCTBO, YTOOBI HE MOTEPATH pabOTy, ITO MPUBOAUT K TOMY, YTO €0 BPaKJI€OHOCTh
pacTéT U CTAHOBUTCS ONpaBAaHUEM JUISl XUILEHUS, BaHAATU3Ma, PACKPBITHS KOHGUACHIINATHLHOM
uHGOpPMAIIUU U IPYTUX MPECTYIUICHUH.

— Adepuctsl. MOTHBOM yallle BCEro CIY)XHUT XKellaHHe «3apaboraThy». Adepuctsl u
MOILIEHHUKH BJIAJCIOT CIIOCOOHOCTHIO UYWTATh JIIOJEH U HAXOAWUTh JETalld, KOTOPbIE JAENaloT
yesioBeKa ysa3BUMbIM. OHU TakKe KBAIM(UIMPOBAHBI B CO3JaHUH CUTYalluil, KOTOPbIE SBISIOTCS
OTJIUYHBIMU BO3MOKHOCTSIMH ISl OLIEHKH U3y4aeMOT'0 YeJIOBEKa.

— BepOoBmuku. Takke 0CBOWIM MHOTHE aCHEKThl COLMANbHON MH)eHepuu. OBragenu
npuemMamu cOopa, MHOTHMHU TICUXOJIOTHYECKMMHU TMPUHIUIAMH COIUAIBFHOW HWHXCHEPHH, OHH
OY€Hb YMEJIO MOTYT HE TOJIbKO YUTATh, HO U IOHUMATh, YTO JIBUXKET JIFOJIbMHU.

— IIponaBupl. MHOTrHE Typy MpOJak TOBOPST, YTO XOPOIIUN MPOAABEI] HE JOJDKEH
MaHUIYJIUPOBATH JIIOJIbMHU, HO EMY CIIEAYET UCIIOJIb30BaTh CBOM HABBIKH, YTOOBI BEISICHUTH, KAKHE
HOTPEOHOCTH €CTh y JIIOJIEH W YBHUIETh, MOTYT JH OHH €My YTO-TO INPEIIOKHUTh. MICKycCTBO
MpoJiaXKk TpeOyeT MHOTMX HAaBBIKOB, TAKUX Kak cOop nHpopmaiuu, yoexaeHue, 1 MHOTHE ApyTHe.

— Bpauu, ricuxosnoru u r1opuctbl. Ha mepBbIil B3I, MOXKET MOKa3aThCsl, YTO TAHHBINA THI

HE BIIMCHIBAECTCA B KaTETOPHUIO COIMAIBHBIX MH)XKEHEpoB. Ho 3Ta rpymma ucnoyib3yeT Te xe



METO/IbI, KaK U IpyTHe IPYIIbI B 3TOM cnucke. OHUM 3TO AeNaloT He 003aTeNbHO AJI TOTO, YTOObI
HaBpEIUTh CBOEMY KIIMEHTY, Yalle, YTOObl pa3o0parbcs U MOA0OpaTh HY>KHBIM alrOpUTM JUIs
BBIXO0/Ia U3 CJIOKUBIICHCS CUTYaIIUH.

besonacnocts nereit B CeTw, moskanyid, Oonbile Bcero OECOKOUT poauteneil. Ecmu
pebeHok mosb3yercs MaTepHeToM, Kak ero ooe3omacuth? CTaTUCTHKA BEChMa HEYTEIIUTEIbHA.

Opun u3 onpocos areHTcTBa Childwise ycTaHoBui, 4TO y TpeX U3 YETBEpHIX ACTEH B
BO3pacTe OT MATHU A0 ImectHaAuatu jaet (73 %) ects noctyn B MuTepHeT u3 cnanbhu, ay 10 % u3
HUX He OBUIO HACTPOEK MPHUBATHOCTH IJs TMPOCMOTpa JHUYHBIX JaHHBIX. B oryere,
NOJATOTOBJICHHOM HarmoHampHBIM OOIIECTBOM MPERyNPEXICHUS KECTOKOrO OOpalieHus ¢
netbmu (NSPCC), ckazaHo, 4TO OYTH YETBEPTH JI€TEHl B BO3pacTe OJAMHHAIIATH-BEHAALIATH JIET,
Y KOTOPBIX €CTh CTPAaHUYKH B COLMAIBHBIX CETAX, CUJIBHO OropYaliach U3-3a 4€ro-To, yBUAECHHOTO
TaM 3a mocleAHuil roA. bomee monoBuHBI Takux ciydaeB (62 %) OBLIM CHPOBOIMPOBAHBI
HE3HAKOMIIaMHU, TO €CTh TEMH, KOT'O OHM 3HAJU TOJIbKO BUPTYaJIbHO, K TOMY K€ MHOTHE JIETU HE
MOTJIM TIOHATh, YTO CTAJIO MPUIMHONU MX paccTpoiicTBa. CTANIKUBASICh C YEM- TO OTOPUYUTEIHHBIM
niu HenpusaTHeIM B CeTH, Miaalue J€TH MOTJIM ONPENEIUTh IPUUYUHY CBOErO PacCTPOUCTBA C
MEHBIIEH YBEPEHHOCTBIO, YEM CTapllihe, — €IIe€ OAWUH IPHU3HAK TOr0, YTO JIOMIKOJIbHHKAM U
MJIQJIITAM IIKOJThHUKAM HE XBAaTaeT CHOPOBKH B OOIIEHWU M YCTOWYUBOCTH IS TOTO, YTOOBI
MOJI30BATHCS COIMATIBHBIMH CETSIMHU.

K coxanenuto, poauTenu 4acTo He CIedsT 3a AeTbMHU TaK THIATENbHO, KaK CJIE0BAJIO ObI.
Tonmpko 32 % w3 HUX CUUTAIOT ceOSd «OUYeHb YBEPEHHBIMH» B OE30MACHOCTH JeTeill mpu
noJjbp30BaHuu MHTEepHETOM. B peanbHOM KU3HU MBI CIIEUM 32 HALIMMM YaJaMH Topaszo Oonee
BHHUMATEIIHO, YeM B BUPTYaJIbHOUN peabHOCTH, XOTsI IHTEpHET TauT JjIs1 HUX MHOTO OMTAaCHOCTEH.
MBI 3anpemaeM AeTsSM pa3roBapuBaTh C HE3HAKOMIIAMH, HO 3a4acCTYyI0 3TO HE KacaeTcsl OHJIANH-
MIPOCTPAHCTBA.

[Tonb3oBaHue neBaiicOM — 3TO BCErJa OYEHb M30JUPOBAHHOE 3aHATUE, B OTJIMYHE OT
IPOCMOTpA TEJIEBU30pa WM UIPbI HA JIETCKOM IUIOIIAAKOM, Te 3a AETbMHU JIeTKo cienuTh. Korga
peOEHOK CUAUT Mepe]] SKpaHOM IUIaHILeTa, POJUTENIN OOBIYHO HE 3HAIOT, UTO OH TaM jAenaeT. OHu
OCTaBJISIIOT €0 OAHOTO, [IOTOMY YTO OH IIPUTHUX, U CIIELIAT 3aHATHCSI CBOMMHU JICJIAMH.

Hetu 4-11 et He MOJKHBI O0MIATHCS C He3HakoMIlaMu B CeTu, HO MHOTJa, HECMOTPS Ha
BCE CTapaHHs POJUTENCH, OHU OOIIAIOTCS C HUMU Ha (hopyMax WM B TPYIIIOBBIX YaTax OHJIAWH-
urp. BaxxHo 0ObSICHUTD, UTO €CIM OHU HE 3HAIOT KOTO-TO B peaibHOM JKU3HH, TO YEJIOBEK BCE €IIe
CUMTAETCSl HE3HAKOMIIEM, JIa)K€ €CJIM OHM Pa3rOBapHUBAIOT OHJIAH. MajeHbKUM JeTsIM ObIBacT
OYEHb CII0KHO 3TO MOHSAT.

BuptyanpHbie OTHOIICHHS MOTYT pPa3BUTHCS OYECHH OBICTPO. MambUuKu W JIEBOYKH

TOBOPAT CBOMM BHUPTYAJIbHBIM JIPY3bSAM TAKHUC BCIIHU, KOTOPBLIC HUKOrAa HC OCMCIINIUCDH OBI



MPOM3HECTH B peajbHOW KU3HU, U OYEHb OBICTPO BBIAAIOT JWYHYI0 HMHpopMmaiuio. Poaurensm
HYXXHO OOBSICHUTB, YTO BUPTyaJIbHOE OOIIEHNE — HE TO YK€ CaMoe, YTO BCTPEYa B MapKe OT/AbIXa
WM Ha LIKOJIBHOM JIBOPE: HEU3BECTHO, KTO CHJIUT IO Ty CTOPOHY KpaHa Ha camoM jede. [Ipexne
YeM YTO-TO HAIMUCATh, IETAM CTOUT 3aJaThCsl BOIIPOCOM, CMOTIJIM Obl OHU MTOBTOPUTH 3TO KOMY-TO
B peanibHOM Mupe? CTanm Obl OHU JEIUTHCS JIMYHON HH(GOPMAITUEH CO CITyIaiiHBIM MTPOXO0KUM?

['pyMuHT — 3TO TpoIecc, BO BpeMsi KOTOPOro KTo-To obmaercs ¢ pedberkoM B Cetu u
MOCTENEHHO coBpainaer ero. K cokaneHuo, aHOHUMHOCTh MHTEPHET-NIPOCTPAHCTBA JAET IS
3TOT0 MHOKECTBO BO3MOKHOCTEH. UeloBeKk MOXKET MOCTaBUTh JETCKOE M300paxkeHue Ha (HoTo
npoduis U MOAPYKUTHCS ¢ PeOEHKOM B COIMANBbHON ceTH wiu B urpe. OH MOXKET paccka3aTh
MHTEPECHYI0 HCTOPHIO WM OonraTh 00 OOIIMX MHTEpecax W YBJICYCHHSAX, TO €CTh BBI3BATH
JIOBEpPHE W HAYaTh BHICTPAWBATh OTHONICHHS. BakHO, 4TOOBI J1000H peOCHOK, MOIB3YIOMIUNUCS
HNHTepHeTOM, 3HaI O TPYMHUHIE, HO POAUTENIN YaCTO MEPEKUBAIOT U HE 3HAIOT, KAK MPOCBETUTH
ero.

Ho paccka3ath 00 OmacHbIX HE3HAKOMIIAX B MHTEPHET-IIPOCTPAHCTBE U MOTOBOPUTH C
JEeTbMHU O TPpyMHUHTE (Ha $3bIKE, COOTBETCTBYIOIIEM HMX BO3pacTy) aOCOJIOTHO HEOOXOAMMO.
[TpocBeTuTe MX Kak MOKHO paHbline. O0bsicHUTE, yTO B IHTEpHETE JII0/IM 4acTO OKa3hIBAIOTCSA HE
TEMH, 3a KOro ceOsi BBIJAIOT. J|eTH CKIIOHHBI AyMaTh, YTO COLUAIBHBIE CETH — 3TO KOHKYPC
HOIYJISIPHOCTH, TIOATOMY 4eM OoJibllie Joeil OyJeT y HUX B NOJANUCYMKaX, TeM Jyuiie. Ho onu
HE JI0JKHBI IPUHUMATB 3aIPOCHI B IPY3bs OT TOTO, KOTO OHH HE 3HAIOT B peajbHOM KU3HU. [leTn,
JKEJIaTeNIbHO C Balllell MOMOILBIO, TOJKHBI TAKXKE MPOBEPSTH 3aMPOCHl OT TE€X, KOIO OHU 3HAIOT,
4TOOBI YOUTHCS, UTO AKKAYHT HACTOSIINH.

To e OTHOCUTCS K OOIIEHHIO B MECCEHKEpax M yaTax. MajeHbKHUEe JEeTH HE JOJIKHbI
o01IaThCsl C HE3HAKOMLIAMU OHJIAlH U COTJIallaThCsl Ha IPUBATHBIN yat ¢ He3HakomueM. Eciu kTo-
TO OTHPABISET UM COOOIICHNUE WIIM NBITAETCS BBIMTH B 4aT, OHU 00A3aTENbHO JOJIKHBI IOCTAaBUTh
Bac B M3BECTHOCTb — KaK €cJii Obl Uy>KO0il YeoBeK MoA0MIeN K HUM Ha yJIuIe Wi B napke. Jlaxe
€clli Balll peOCHOK HEe HAXOAWUTCS OHJIaiiH 0e3 MPUCMOTpa B3pOCJIOro, BaM BCE PAaBHO HYKHO
pasroBapuBaTh ¢ HUM 00 3ToM. [leTn noymkHBI OBITH 00pa3oBaHbl. Octeperaiitech OHJIANH-UTD,
/1€ OHU MOTYT UTpaTh ¢ He3HaKoMLaMu!

[ToroBopute ¢ HuMU 00 WHPOpPMAIUMU, KOTOPYIO OHM BBLAAIOT JIOJSM, OOINAsch B
HNutepHere. PeGeHOK He TOMKEH Ha3bIBaTh CBOE MOJIHOE UM, TOMAIIHUN a/ipec, 3JEKTPOHHYIO
1oYTy, HOMep TeneOoHa WIM HOMEpP ILIKOJBI JIOASM, KOTOPBIX HE 3HAeT B PEabHON >KHU3HU.
VYOenucy, 4TO HUKHEHM BalIMX ACTEH HE HaMEKaeT Ha TO, KaK WX 30ByT Ha caMoOM Jelie.
OObsicHUTe, YTO BCE, YTO OHU BBIKJIAABIBAIOT OHJIAMH — HMMs MOJb30BaTels, GoTorpadun umm

KOMMCHTApHUH, — BOCCO3ACT UX 06pa3, MMO3TOMY JIFOAU MOT'YT UX Y3HATh.



Kpaiine BakHO, 4TOOBI POJUTENN Pa3roBapuBajM CO CBOMM PEOCHKOM M Bcerjaa Obuin
Hayeky. [1ycTb OH OKaXeT BaM BCE CalThl, HA KOTOPBIE 3aXO0IUT, KOT1a 1ojab3yercs arepaeToM.
OO®bsicHUTE, YTO KOI'JIa OH HAXOJUTCS OHJIAlH, EMY HY>KHO J€HCTBOBaTh, Kak JeTeKTuBy. OTKy1a
OH 3HAET, YTO YEJIOBEK JCHCTBUTEIHHO TOTO BO3PACTa, KOTOPHIM Ha3Bain? UTo OH 3HAET 00 ITOM
yenoBeke? Bupen nmu o korma-nmu6o ero Qororpaduro? Yeepen s, yto 3Ta (oTorpadus
Hacrosmasn? O0bsICHUTE peOEHKY, YTO BUPTYAIbHOE IPOCTPAHCTBO COBCEM HE MOXO0KE peasIbHbIN
MUp M HENb3s MPUHUMATh BCE 32 YHCTYIO MOHETY. B OOBIYHOM JKU3HU MBI 3HAEM, KaK BBITIISIST
YUHUTEIb WU TOJUIEUCKUH. MBI BUIMM, T/I€ OHU pabOTaIOT U Kakyto (popMy HOCST.

Ecnu BbI naete peGeHKy TenedoH ¢ KaMepol, Bbl TOJKHBI YyCTaHOBUTH MIPaBUiIa 0 TOTO,
KaK OH HayeT UM IO0JIb30BaThCs. MOXKET, 3TO MPO3BYUUT Yepecdyp APaMaTUYHO, HO Bbl, UMEHHO
BbI, Bpyuaete pebeHKY CpeICTBO ISl COBEPIICHUS pa3pylIAIONUX U HEOOPAaTUMBIX JAEHCTBHIA.
BosbIIMHCTBO JieTell MHTYUTUBHO 3HAIOT, YTO HE CTOUT OTMPABIATH KOMY-THOO HENPUCTOWHBIE
¢dororpaduu, HO MOTOM OHM HAYMHAIOT OOLIATHCS B yaTe C APYTUM PEOEHKOM U NMPUHUMAIOT
TaKylo NMpock0y 3a OIM30CTh, BBHI3OB WM Hrpy. OHU NEHCTBYIOT, HE AyMasi O TOCIEICTBHSIX.
[lewanpHplii (akT 3akao4aeTcs B TOM, YTO KaK TOJBKO BBl OTIPABUIM KOMY-TO CBOIO
¢dororpaduro, oHa BaM Oosble He npuHaIeKUT. [loayyarens MoXeT caenaTtbh ¢ Hell Bce, YTO
[OCYUTACT HYXHBIM. J[€BOUKHM 4YacTO OTHPABISIOT (ororpaduu cBOeH Tpyau WIHM OEKOJbTE.
MaJib4iKi PUHUMAIOT 3TO 32 HEKUil Tpodel M XOTAT MOXBACTaThCs CBOEU MOJPYKKOW mHepen
Ipy3bsiMH. JI0 TOTO Kak OHU OCO3HAIOT IUIAYEBHOCTh CUTyaluH, ¢potorpadus AeBoUKH 000iaeT
BCIO IIKOTY. Takoe MOKeT OMpPayuTh XKU3Hb JTHOOOMY.

Jletn oco3HaroT myoanuHOCTh IHTEpHEeTAa, TOIBKO KOT'/1a MOMaal0TCs Ha YeM-TO.

TpaBiast B HMHTEpHETE MOXET ObITh aOCOMIOTHO pa3HOM. EcTh HECKONBKO Ba)KHBIX
OTIpeieNIeHnH, KOTOPBIE IIOMOTYT pa300paTbesi B KATETOPUSX HACUIIHS B ceTH. Ecin «OyImiHry
— 3TO NposiBIeHUE (PU3NYECKOTO WM MCUXOJOIMYECKOr0 HACWIIUS MO0 OTHOLIEHMIO K JIPYTUM
BOOOIIIE, TO «KUOEPOYIIIIMHI» — 3TO TO e HACHIIUE, TOJIBKO B IU(GPOBOM IIPOCTPAHCTBE.

BaxxHO MOMHHTB, 4TO KHOEPOYIJIMHI — 3TO CKOpee oOIee ompeieseHHe A pa3HbIX
BUJIOB TPaBJIM B UHTEPHETE, U €T0 HE CTOUT MyTaTh C KNOEPMOOOMHIOM U KUOEpTpaBIIeH.

*KnubepmoOOMHT — BHA Hacwiusd B HIH(PPOBOM Cpele, peaqu3yeMblii C IOMOIIBIO
3JIEKTPOHHOI'0 TeKCTa (COOOIEHNI 1 KOMMEHTAapHUEB).

*KubeprpaBnss — mnpuuMHEHHE Bpeda YEIOBEKY 3a CUET JJIUTEIBHOTO [ABJICHUS B
MHTEPHET-IPOCTPAHCTBE: MPECIIET0BAHUS, PACIIPOCTPAHEHHUS CIIYyXOB, 3aIyTUBaHMUS.

WNuorga kubepOyIIuHT MOKET nepexoauTtsh B o dmaitH. MHorue 6yorepsl u myOIu4HbIE
JUYHOCTH CTAJKUBAIOTCS C KHOEPCTAJIKMHIOM. OTO BHJ HAaCWIWs, KOTJa MOJIMHCYUKA

BBICJIC)KUBAIOT I/IH(i)J'IIOCHCCpOB W HAYWHAIOT UX ONPCCIICA0BATh 3a NpCaciiaMu COUAJIbHBIX CETeH.



BaxHo noMHHUTH:

*KubepOymuuHr — 3T0 arpeccus.

*He crout obecrieHnBaTh 3MOLIMHU YEJIOBEKAa, KOTOPBIN NEpPEeHeC HACWINE B WHTEpPHETE.
[TonBeprkeHHbIE TpaBie JIIOJU CTPAAAIOT HE MOHAPOLIKY, MPHUYEM 3TO MOXKET OBITh HE TOJBKO
MICUXOJIOTHYECKast, HO U (hu3mueckas 00Jb.

*OTKIIIOYEHNE WHTEpHETa M JApPYyrue CaHKIUM He moMoryt. Jlyuiie Bcero mnposiBUTH
AMIATHIO U BBIPA3UTh MOJAEPKKY.

CornacHo uccienoBanuio, 58% poOCCUNCKUX MHTEPHET-II0JIb30BATENECH CTaIKUBAINCh C
oHyTaifH-arpeccueil. Kaxkaplii 4eTBepThIi OBLI MHIIEHBIO TAKOTO TOBEACHHS, U TOJIbKO 4%
OTIPOLICHHBIX MPU3HAIOTCS, YTO ObLIIM MHUIIMATOPAMH TPABIIH.

Ectb MHOro cmoco0OoB crenaTh 4enoBeky OonpHO. Hampumep, Hamucatb TOKCHYHBIN
KOMMeHTapuil nos (ortorpadueil, OCKOpOUTH B TPYNIIOBOM YaTe MJIM HAa CTEHKE B COLMAJILHOMN
CEeTH, 3aTPOJUIMTh, BBUIOKUTH JaHHBIC WU IMOAPOOHOCTH W3 JMYHOW >ku3HU. [loBonmom s
KnOepOyIIMHra Yale BCero sIBISIOTCS BHEIIHOCTh, CEKCyalbHas OpPUEHTAalUs M aKTUBHOCTb B
UHTEpHETE.

Yaiie Bcero 4esnoBeK HE MOXKET caM 3alIUTUTHCS OT KHOepOyJUIMHTa, HO JIUILb HeOOoIbIIas
YacTh I10JIb30BaTENIC TOTOBA MOJAEP)KATh KEPTBY TpaBiu B ceTu. MccnenoBarenu BbIACHWIN,
4TO:

*52% pecToHIEHTOB HUKOT/Ia HE 3aCTYINaJINCh HU 3a KOTO B HHTEPHETE,

*65% cunTaroT MyOIUYHYIO TIOJIEPIKKY OECCMBICIICHHOM,

*13% GosTCs1, YTO arpeccusi epeKuHEeTCs Ha HUX,

*20% momararoT, YTO OHH OECCUIIbHBI U HUYETO HE MOTYT C/IeaTh, YTOOBI MOAJIEPKATh
MOCTPAJaBILIEro OT KubepOyIInHra.

Ceituac HEKOTOpBIE COLIMANIbHBIE CETH PAcCKa3blBalOT O TOM, Kak 00e30macuTh ceds oT
TPaBIM B OHJIAlH-TIpocTpaHcTBe. [IpakTHueckue coBeThl MOXHO HaiTu B LleHTpe 6e30nmacHocTu
«BKoHTakTe» uiu B pekomenaanusax or Instagram.

UYro nenaTh pu TpaBiie B UHTEPHETE

+Jlyumie Bcero oOpaTuUThCS K MCHXOJIOTY, 4TOOBI TpopadoTarh npobiemy. LIkonbHUKH
MOTYT TMOJIYYUThb MOJAJEPKKY Yy IMeJarora-rcuxoiora, KOTOpbI paboTaer B UX Yy4eOHOM
3aBe/ICHUM.

*ITomMOYb IETSIM U POAUTENSIM Pa300paThCs B KOH(MIMKTHON CUTYalluu MOXET MporpaMmma
Tpasnu Ner.

[Icuxonornyeckyro noanepkKy okaxyt u B cepsuce MASK ot [lo6pa Mail.ru.

YroObI 3aIUTUTE ce0sl OT arpeccuu, NocTapaiTech HAYYUThCS OTCTAUBATh CBOM TPAHUIIBI

Y TOBOPUTH O CBOMX 4yBcTBax. He 3a0biBaiiTe, 4TO BBl BCEr/la MOXETE MPEKPATUTh OOILEHUE C



JIOJBMH, KOTOPBIE MPUUMHAIOT 00JIb B MHTEpHETe. Bo Bcex colMaIbHBIX CETSIX €CTh (PYHKIIHS
OJIOKMPOBKH HEKEJaTeNbHBIX Mojb3oBaresield. [IpocTo 3abmokupyiiTe arpeccopa, TEM CambIM

3aKpbIB €MY JIOCTYII K JAJIbHEHIIIUM HETAaTUBHBIM JICHCTBUSM.



Tema 6: Yrpo3bl HHPOPMALMOHHOI 6€30MIACHOCTH: ATAKHU, CBSA3aHHbIE ¢ COHAJIBbHOM
UHKeHepueii. DUIIMHT.
Oopamenue ¢ nenbramu B cetu MuTepHer. JleTckasi IiiacTUKOBasi KapTa: ObITh UJIH He
ObITH?

ComnmanbHas HHXEHEPHsI UCTIONB3YETCS €KETHEBHO OOBIYHBIMU JIFOJIBMU B TIOBCETHEBHBIX
curyauusx. Hampumep, BO B3aMMOJEWCTBHM II€IaroroB CO CBOMMHM Y4Y€HHKaMmHu. Bpauw,
TICUXOJIOTH ¥ TICUXOTEPANEBTHI YaCTO HCTOIB3YIOT AJIEMEHThI COIMATILHON HWH)KEHEPUU, YTOOBI
“MaHHUITYJIMPOBATh CBOUMHM IMALMEHTAMM, JUISl MPUHATHS MEp, KOTOpPbIE MOMOIYT HNAlMEHTY, a
MOIIIEHHUK HCIIONB3YeT SJIEMEHTHI COIMAIbHON WH)XKEHEPUH, YTOObI yOETUTh €ro BBIMIOIHUTH
JNEUCTBUS, HEOOXOAMMBIE 3JIOYMBIIUICHHUKY WM PaCKPhITh WH(MOpMammio. XOTs KOHEI UTPhI
CHUJIBHO OTJIMYAETCS, TIOJIXOJT MOXKET OBITh OY€Hb MOXO0XK. [ICHXO0JIOT MOXKET MCIOJIb30BATh Pl
XOPOLLIO MPOJYMaHHBIX BOMPOCOB, YTOOBI IOMOYb NAIIUEHTY MPUITH K BHIBOY, YTO HEOOXOIUMBI
NepPEeMEeHbl. AHAJIOTUYHBIM 00pa30M MOIIEHHUK OyIeT UCTIOIB30BaTh PAJl XOPOIIO IPOAYMAaHHBIX
BOIIPOCOB, YTOOBI MOCTABHTH €T0 IIENIb B yS3BHMOE MOJIoKeHHe. Kak u 000 MHCTPYMEHT,
COLMAJIbHAS MHYKEHEPUS HE SIBISECTCS «XOPOIICH» WIM «IUIOXOH», 3TO MPOCTO HHCTPYMEHT,
KOTOPBI UMEET MHOTO Pa3IN4HbIX IPUMEHEHUH.

ConuanpHass WHXEHEPHS B KOHTEKCTE WH(POPMAIMOHHOW 0€30MacHOCTH, OTHOCUTCS K
MICUXOJIOTUYECKOW MAaHUMYJSLHUU JIFOJIEH, KOTOPbIE MPUBOAAT K COBEPIICHHIO ACHCTBUSA WU
pasriamieHuio KoHpuIeHuanbHON nHpopMau. ITO MOKET OBITh 3I0YNOTpeOIeHnEe TOBEpHUEM
¢ nenbro coopa nHpopmaruu. ColnanbHasi HHKEHEPUS YacTO SBISETCS OJJHUM M3 MHOTHX IIaroB
B 00Jiee CII0KHYI0 CXeMY MOIIEHHUYECTBA.

B o61eM 3HaueHNH colMalibHAS HHKEHEPHUS - TO aKT MAaHUTYJISIIUU YETTOBEKOM, KOTOPBIH
MIPOBOILIMPYET BBHITIOJHUTH JEHCTBHUE, KOTOPOE KaK MOXKET OBITh B MHTEpPECax YesoOBeKa, TaK M B
MHTEpecax 3J10yMbIIIJICHHHUKA.

@u'IHUHT — B/ UHTEPHET-MOILIEHHUYECTBA, LEJIbI0 KOTOPOTO SBISETCS MOJyYEHUE
JIOCTyNa K KOH(HUICHIMATHHBIM JaHHBIM TOJb30BaTeNIed — JIOTUHAM M MapoJisiM. ITO
JIOCTUTAETCsl IYTEM MPOBEACHUS MACCOBBIX PACCBUIOK JJIEKTPOHHBIX ITMCEM OT HMMEHU
MOMYJISIPHBIX OPEH/IOB, a TAK)KE TMYHBIX COOOIIEHUI BHYTPU PA3TUYHBIX CEPBUCOB, HAIIPUMED, OT
uMeHU 0aHKOB WJIM BHYTPH COIMANILHBIX CETe. B muchMe 4acTo copepKuTces mpsiMasi CChUTKa Ha
CaliT, BHEITHE HEOTIWYMMBIA OT HACTOSIIEero, OO0 Ha caiT ¢ peaupekToM. [locie Toro kak
MOJIB30BAaTENb MOMNANAET HA MOAJACIbHYI0 CTPAHHUIy, MOLICHHHKH IBITAIOTCA Pa3IMYHBIMU
MICUXOJIOTHYECKUMHU TTPUEMAMH TTOOYAUTH MOJIB30BATENsl BBECTH HA MOICIHHON CTPAHUIIE CBOH
JIOTHH U NAapOJIb, KOTOPHIE OH UCIIOIB3YET I TOCTYIIA K ONPEACIEHHOMY CalTy, YTO MO3BOJISIET
MOIICHHUKAM IOJIYYUTh JOCTYII K aKKayHTaM U OaHKOBCKUM CUETaM.

OUIIMHT — OJIHA W3 PA3HOBHIHOCTEMN COLMAIIBHOW HWH)XEHEPHH, OCHOBAaHHAs Ha
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HE3HAaHWU I[OJIb30BATEISIMH OCHOB CETeBOM O€30MacHOCTH: B YAaCTHOCTH, MHOTME HE 3HAIOT
IPOCTOTO (paKTa: CEpBUCH! HE PACCHUIAIOT IIHMCEM C IPOCHOAMU COOOIUTH CBOM YUETHBIE JIaHHBIE,
napoJib U Ipoyee.

JUis  3amuThl  OT (UIIMHra TPOU3BOAMTENM OCHOBHBIX HMHTEPHET- Opay3epoB
JIOTOBOPWIJIMCH O TIPUMEHEHUH OJIMHAKOBBIX CIIOCOOOB MH(GOPMHUPOBAHUS TOIH30BATENEH O TOM,
YTO OHU OTKPBIIN MOJO3PUTENBHBIA CalT, KOTOPBIN MOKET MPHUHAIEKATh MOIIEHHUKaM. HoBeie
Bepcuu Opay3epoB yke 001a1al0T TaKOH BO3MOXKHOCTBIO, KOTOPAsi COOTBETCTBEHHO UMEHYETCs
«aHTU(DUIIAHTY.

Llenbto ¢UIIEPOB CEroAHs SBIAIOTCS KIMEHTHI OAaHKOB M AJIEKTPOHHBIX IUIATEKHBIX
cucteM. YacTte mnocineaHMX (UIIMHIOBBIX aTak Obljla HampaBieHa HENOCPEJCTBEHHO Ha
PYKOBOIUTEIIEH Y UHBIX JIOACH, 3aHUMAIOINX BBICOKHE ITOCTBHI B KOMIIAHUSAX.

CoumanbHble CETH TAKKE MPEACTABIAIOT OOJIBIION HMHTEepec i (HUILEPOB, MO3BOJISSA
coOuparh JIMYHBIE JaHHbIE monb3oBareneil: B 2006 roay KOMIBIOTEPHBIN 4YepBb pa3MecTHII
Ha MySpace MHOXECTBO CCBHUIOK Ha (UINMHTOBBIE CaWThl, HAIlCJIEHHBIE Ha Kpaxy
perucTpalMoHHbIX JaHHbIX; B Mae 2008 rojga mepBblil MOJ00HBIN YepBb PaCIpOCTPAHUICA U B
nomynsipHoil poccuiickoir cetu BKonrtakre. Ilo ounenkam cnenumanucto, Oomee 70 %
(UIIMHTOBBIX aTaK B COLMAJIbHBIX CETSAX YCIEILHBI.

YenoBek Bcerga pearupyeT Ha 3HauMMble A7 Hero coObitus. IlosTomy duiepst
CTaparoTCsd CBOMMHU JIEHCTBUSAMHU BCTPEBOKUTBH IIOJIB30BATENS U BbI3BATH €TI0 HEMENJIEHHYIO
peakuuto. IloaToMy, K mpumepy, 3JIEKTPOHHOE MUCBMO C 3arojIOBKOM «UYTOObI BOCCTAHOBUTH
JOCTYH K CBOEMY OaHKOBCKOMY CYETY ...», KaKk MpaBUiO, IPUBJIEKAET BHUMAaHUE U 3aCTaBISET
yesioBeKa MPONTH 10 BeO-CChIIKE T MoJTyueHust Oojiee mopoOHOI HH(pOopMaIHH.

BosbIIMHCTBO METOAOB (PUITMHTA CBOAUTCS K TOMY, YTOOBI 3aMacCKUpPOBATh MOJICITbHBIC
CCBUIKM Ha (DUIIMHTOBBIE CAWThI MO CCHUIKM HACTOSALIMX OpraHu3anuil. Ajpeca ¢ onedarkamu
WIN CyO/IOMEHBI YacTO UCIOJIb3YHOTCS MOILICHHUKAMHU.

@uiiepsl 4aCTO BMECTO TEKCTa UCIOIb3YIOT U300PaXKEHUS, UTO 3aTPyAHAET OOHAPYKEHUE
MOIIICHHUYECKUX 3JEKTPOHHBIX IHCEM aHTU(QHUIIUHTOBBIMU (uiabTpamu. Ho crneumanuctsi
HAy4YWIHCh OOpOThCS U € 3TUM BUIOM (ummHra. Tak, QUIbTPHl MOYTOBBIX MPOTPaMM MOTYT
aBTOMAaTHUYECKU OJIOKMPOBATh U300pakKeHUs, IPUCIIaHHBIE C a[JPECOB, HE BXOJAIINX B aJPECHYIO
kHury. K ToMmy ke NOSBWIMCH TEXHOJOIMM, CIOCOOHBIE 00pabaThiBaTh M CpPaBHHMBATH
N300paKeHHsI C CUTHATYPaMU OJHOTHITHBIX KapTUHOK, UCTIOJIb3YEMBIX Ul cllaMa U (PUILTUHTA.

OOMaH He 3aKaH4YMBAETCS Ha IOCEUICHWU XePTBOW (HIIMHroBoro caita. Hekotopsie
dumepsl HCONB3YIOT JavaScript 1st U3BMEHEHUS aJPECHOM CTPOKU. DTO JOCTUTACTCS JTNOO Iy TEM

pa3mMenieHus KapTuHku ¢ noanenbHbiM URL noBepx agpecHoil cTpoku Tub0 3aKpbITHEM
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HACTOSIIIIEN aApPECHON CTPOKH U OTKPBITUEM HOBOM ¢ oaaeabHbiM URL.

30yMBIIIJIEHHUK MOKET UCIIOJIb30BaTh YSI3BUMOCTH B CKPUIITaX MOAJIMHHOIO cailTa. OTOT
BHJI MOILIEHHUYECTBA (M3BECTHBIM KaK MEKCANUTOBBIM CKPUIITUHI) HamOoJiee OMAaceH, TaK Kak
M0JIb30BaTENNb aBTOPU3YETCS Ha HACTOSLIEH cTpaHule oduLUaIbHOIO caifta, riae Bc€ (OT BeO-
agpeca 10 CepTH(PUKATOB) BBINIIAUT MOUTHHHBIM. [l000HBI (QUIIUHT OYEHb CIIOKHO
00HapyXUTh 0€3 CrielnaTbHBIX HABBIKOB.

JL1st IPOTUBOCTOSTHUST aHTU(DUIITMTHTOBBIM CKaHepaM (UIIephl Ha4adl UCIOIB30BaTh BEO-
CcalThl, OCHOBaHHLIE Ha TexHoiioruu Flash. Buemrse mogqoOHbINH calT BRITVISIANUT KaK HACTOSILNIA,
HO TEKCT CKPBIT B MYJbTUMEIUUHBIX 00BEKTaX.

CerogHsi GUIIMHT BBIXOJUT 32 MpEAETbl MHTEPHET-MOIIEHHUYECTBA, a MOAIeIbHbIE BEO-
CalThl CTalMd JUIIb OJHUM W3 MHOXECTBa ero HampasieHuil. [lucbma, KOTOpbIE SKOOBI
OTHpaBJIeHbl W3 OaHKa, MOTYT COOONIATh IOJB30BATEISIM O HEOOXOJAMMOCTH TO3BOHUTH TIO
onpeAenéHHOMY HOMEpY HJsi pelieHHus NpobiieM ¢ uX OaHKOBCKMMHU cueTaMH. JTa TEXHUKa
HA3bIBACTCS BUIIMUHT (TrojIocoBOi ¢umuHr). [103BOHMB Ha yKa3aHHBIH HOMEp, MOJIH30BATEINb
3aCJIyIIMBAE€T MHCTPYKIIMM aBTOOTBETYMKA, KOTOPHIE YKa3bIBAIOT Ha HEOOXOAMMOCTH BBECTH
HoMep cBoero cuéra u PIN-koa. K Tomy ke BUIIEpBI MOTYT CaMH 3BOHUTD KepTBaM, yOex1as ux,
YTO OHHU OOIAIOTCSA C MPEACTABUTEISIMH O(PHUIIMATBLHBIX OpTaHU3AIMi, UCIIONB3Ys (aIbIINBbIC
HOMepa. Yarie Bcero 3710yMBIIUIEHHUKH BBIJAIOT CeOs 32 COTPYTHUKOB CIIYKObI 0€30MacHOCTH
0aHKa ¥ COOOIIAIOT KEePTBE O 3a(PUKCHPOBAHHOMN TMOTBITKE HE3aKOHHOTO CITUCAHUS CPEJCTB C €ro
cuéta. B xoHeuyHOM cuéTe, YemoBeKa TaKkKe MOMPOCIT COOOIIUTH €T0 YUETHEIC TaHHbIC.

HabGupaet cBou 060poThl u SMS-GUIIHHT, Tak)Ke H3BECTHBINM KaK CMUIIHHT . MOIIICHHUKU
pacchUIAOT COOOIIEHUS, COIEPIKAIINE CChUIKY Ha (PUIITMHTOBBIN CAalT, — BXOJIS1 HA HETO M BBOJIS
CBOMW JIMYHBIE JaHHBIC, KEPTBAa AHAJIOTHYHBIM 00pa3oM mepefaéT WX 3JI0yMbIIUICHHUKaM. B
COOOILIEHUH TaKXKe MOXET TOBOPUTHCS O HEOOXOJWMOCTH TIO3BOHUTH MOIIEHHUKAM IO
onpeAeEHHOMY HOMEPY JUTSl PEIICHUS «BO3HUKIINX MTPOOIEM.

CylIecTBYIOT pa3IMuHbIC METO/BI I OOPHOBI ¢ (GUITUHTOM, BKITIOYAs 3aKOHOIaTEIIHbHBIC
MEpBI U CIICIUATIbHBIE TEXHOJIOTHH, CO3JaHHBIC JIJIS 3alIUThI OT (DUIITKHTA.

OpuH 13 MeToAoB OOpbOBI ¢ (PUITMHTOM 3aKIFOYAETCS B TOM, YTOOBI HAyYUTh JIOACH
paznu4dath GUITUHT ¥ 60POTHCS ¢ HUM. JI10 11 MOTYT CHU3UTh yrpo3y (PHUIIMHTA, HEMHOTO U3MCHHB
cBOE moBesieHHe. Tak, B OTBET HA MUCHMO C IMPOCHOON «IOATBEPKICHUN» YUETHON 3amucu (Win
0001 Apyroil 0OBIYHON MPOCKOOM (PHUIIEPOB) CIIEIIHAIIUCTHI COBETYIOT CBS3aThCs C KOMITAHUEH,
OT MUMEHH KOTOPOH OTIPaBJICHO COOOIICHHUE, JUIsl MPOBEPKH €ro IMOIMHHOCTH. Kpome Toro,
AKCIIEPTH PEKOMEHIYIOT CAaMOCTOSITEILHO BBOJIUTH BE0O-aIpeC OPraHU3aINH B IPECHYIO CTPOKY

Opay3epa BMECTO HCIIOJIb30BaHUS JIOOBIX TUIIEPCCHIIOK B TIOJO3PUTEILHOM
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COOOILIECHNH.
JleTckasi IJIACTHKOBAasi KapTa

B ©Oankax BcE€ wame cTanu MOSIBIATHCS MPEUIOKEHUS Uil JeTel U IMOJIPOCTKOB,
HaIpPaBJICHHBIE HA OTKA3 OT HAJIMUKU. JTO HE TOJIBKO CIEIUAJIBHBIE KaPThl, HO ¥ IPUIIOKEHUS IS
0eCKOHTAKTHOH oruiaTel. Bc€ OB HUYEro, HO €CTh Y 3TUX IUIATEXHBIX KapT MOABOX — KEIIOIK,
KaK Yy B3pOCIIBIX.

be3nannyHas omata BCE akTUBHEE pPa3BUBACTCs B HAIIEH CTpaHE: KOJIMUYECTBO ONEpalvi
110 Oe3HaNMYHON oIuIaTe KapTaMu yxke npudnmxkaercs k 80% oT Bcex KapTOUHBIX TpaH3akiuil. U
BIIOJIHE €CTECTBEHHO, YTO 3TOT TPEH]I AOUIEN U /10 I€TCKUX KapMaHHbBIX PacXo/I0B.

OTKpBITH CYET PeOEHKY MOKHO I10 TOCTHKEHUU UM 14-71€Tusl ¥ C MUCbMEHHOTO COTJIACHs
POAUTEINECH.

3adyem OaHKaM HECOBEPIIICHHOJIETHHUE KITUCHTHI?

Beimyckass Ha pBIHOK 3TOT HOBBIM MPOXYKT, OaHKHM 00ecneunBarOT ce0sl MOCTOSHHBIM
HaJIMYMEM JIOSUIbHBIX KIIMEHTOB: JIETH BBIPACTAIOT M IPOIOJIKAIOT M10JIb30BAThCsl yCIyraMu OaHKa.

— YroObI mpHBIEYb KIUEHTOB K OTKPBITHIO JETCKUX KapT, pa3pabaThIBalOTCs yCIOBHSA,
NPU3BaHHBIE 00ECTIEYUTh O€30MaCHOCTh U YA00CTBO X MCIOIB30BAHMSA: 3TO U SPKUHA JAWU3alH, U
HU3Kas CTOMMOCTb TOJIOBOTO OOCIY>KMBaHMs, M BO3MOXXHOCTb YCTaHOBUTb JIHEBHOM WIIU
MECSIYHBIN TMMUT PacXo/10B WJIU 3aIIpeT Ha UCIOJIb30BAHNE JETCKOM KapThl JJIs1 CHATHS HATUYHBIX
B OaHKOMare, epeBojia JCHET Ha Apyrue KapThl UM MOKYNoK B IHTepHeTe.

K mttocam ieTckux 0aHKOBCKUX KapT MOXHO OTHECTH M TO, YTO C UX ITOMOIIBIO POAUTENN
II0JIy4ar0T BO3MOXHOCTB JIETKO KOHTPOJIMPOBATh TPaThl CBOMX AeTeH. 1 3TOT KOHTPOJIb HAMHOIO
s dekTuBHEH, YeM B ciaydae ¢ HaIW4HBIMU. Pomurens momyuaer CMC o Kaxoi omepanuu
pebEHka, Tak 4TO MOXKET BHJIETh, HA YTO UMEHHO ObUIM MOTpayeHbl AeHbru. Kpome Toro, Bce
TpaThl OOBIYHO BUJHBI B OAHKOBCKOM IPWJIOKEHUM WM B MHTEpHET-OaHKke. Pogurens BUIUT
TaKXe, CKOJIbKO JIEHET Ha JJaHHBI MOMEHT JIOCTYITHO PeOEHKY, B Cilydyae HEOOXOJUMOCTH MOXKHO
BCEI/1a MIONOJIHUTD KapTy B PEXKUME OHJIAMH.

OnTtuManbHBIA BapHaHT, Korja OaHK, BBITyCKas OETCKYIO KapTy, NMPHBS3BIBAET €€ K
OTIIEIbHOMY CYETYy, @ HE K OCHOBHOMY CY€Ty ponutens. Bo-mepBeix, 3T0 Oe3omacHee: Ha
OTJENbHBIN CUET peOEHKA POAUTENb MEPEBOAUT HEOOJBbIINE CYMMBl HAa KapMaHHbIE PAacXO/bl, B
clly4ae yTepu AETCKOW KapThl HET PUCKA, YTO MOLIEHHMKHU BOCIIOJIB3YIOTCSI CPEACTBAMM Ha
"B3pociioM" cuére. Bo-BTOpBIX, Tak MpoOLIE KOHTPOIMPOBaTh "HEeTCKU" ocTaTok. besycnoBHo,
HUKaKOW OaHK HE OTKpOeT cuéT peOEHKyY B 7 neT. "Jlerckuil" cuéT no gpakTy OTKpHIBAETCS HA UMS
poauTesi, Ho peOEHOK MOTy4yaeT K HeMy JOCTYII € IIOMOIIbIO CBOEH KapThl.

C mnomompto OaHKOBCKOW KapThl JI€TH HaydaTcsi B OyaylleM KOHTPOJHPOBAThH



(buHAHCOBBIE PACXO/IBI.

OnacHocTH TNpH HCHOJIB30BAHUU JIETCKOW IUIACTMKOBOM KapThl Takue ke, KaKk U Y
B3pocibiX. Hy)kHO 3apaHee paccka3aTh 0 MOIIEHHUKAX, OOBSICHUTD, UTO HENIb3s HUKOMY Ha3bIBaTh
JTAHHBIE KapThl, HHAYE €CTh PUCK MOTEPSTh JCHBIH C POAUTEIBCKOTO CUETA.

Heo6xoaTMO poNTENISIM OTHECTUCH K BEIOOPY TAKOTO MPOIYKTa OYEeHb BHUMATEIBHO.

OObIYHO OAHKHM BBITYCKAIOT AETSAM KapThl IPH YCIOBHH, YTO POIUTEINB TakkKe odopmiser
B3pOCIIyI0 KapTy B 3ToM OaHke. HyXHO O3HaKOMHTBCS ¢ Tapudamu, roJl0Boe 0OCITyKHBaHUE
B3pOCJIONH KapThl MOXKET OBITh yXe He OecruraTHIM. Kpome Toro, B3pocnasi KapTa MOXKET
npeanoaaratb KpeAUTHBIN TUMUT. HeoOXoIuMo BBISICHUTH, Kakoi MPOLEHT OaHK B3WMAeT 110
KPEAUTHON KapTe, KakoBa MPOJOKUTEIBHOCTh IBIOTHOTO TEpUOJa, KaKue MpeIararTcs
OoHycHBIE TporpaMmbl. Hy)XHO y4YuTBIBaTh, 4TO OECIUIATHOCTH NETCKOW KapThl OaHK MOXKET
KOMIICHCUPOBaTh (PMHAHCOBBIMH TIPOIYKTaMU Ui pojuteneil. EctecTBeHHO, 0aHKY B 3TOM
Clly4ae BBITOJIHO, YTOOBI POIUTENH IOJIb30BAJICA KPEOUTHBIM JUMHUTOM, HE YKJIaJbIBajiCsS B
JBTOTHBINA IEPUOA U TUIATUI OaHKY MPOIEHTHI 32 MOJIB30BaHUE ICHbraMHU.

[Tpu rpaMOTHOM MOAXOJE U MPABUIBHOM BbIOOpe OaHKa JeTCKask KpeAuTKa — yIO0OHBIN
IPOAYKT Kak JUIst peO&HKa, TaK U JUIs POAUTEIIS, TAXKe €CITU My TOXKe MPHUIETCS OPOPMUTE KapTy
3TOM KpEIUTHOW OpraHu3alllH.

Jenbramu Ha 3TOM OaHKOBCKOM cuU€Te/KapTe MOJIPOCTOK MOXKET pPaclopsiKaThes
CaMOCTOSITENILHO:

® CHUMAaTh HAJMYHBIE;

® [IEPEBOJUTH JICHbI'H HA KaPThl JPYTUM JIIOJIM;

® T0JyYaTbh NEePEBOJIBI OT YACTHBIX JIUII;

®  OITAYMBATH NOKYIKHU U YCIYTH B PO3HUYHBIX TOUKAX WM Yepe3 HHTEPHET;
® [OMNOJHATH TeAE(OH, B T.4. IPYTUM JIUIIAM;

®  YOPaBIATH ONEPALMSIMHU U KOHTPOJIUPOBATH OaIaHC KapThl B MOOMIIEHOM .

Bonpoc poauTenbCcKOro KOHTPOJNS 3a MOJOJSKHOW KapToM 3aKOHOAATENbHO He
yperynupoBaH. baHKu 110 COOCTBEHHOMY YCMOTPEHHIO PEIIAl0T 3TOT BOMPOC B MPABHUIIAX BHITYCKa
KapT. DTO 3HAYUT, 4TO OAHK MOMKET OTKa3aTh POAMTENSM B IPEIOCTABICHUH BO3MOXKHOCTH
KOHTPOJIS 32 ONIEpallMsIMU 110 KapTe MoApocTKa. Mnu naTe coraacue, npu yCIOBUHU OIUIATHI JAHHON
YCIIYTH.

Uto0k1 yOepeub peOeHKa OT HE0O JyMaHHBIX TPAT POIUTEIH MOTYT:

e HacrpauBarh IUMUTHI HA TOKYTIKH, CHATHE JICHET C KapThI.
e OTKIIOUYUTH BO3MOXKHOCTh pacIIauuWBaTLCS  JOMOJHHUTEIBHONH KapTod B
untepHere. Ilpum kaxaoil mnombiTke peOEeHKAa COBEPIIUTh OHJIAWH-TIOKYIIKY

poautento Oyaet nmpuxoautb CMC ¢ KOJIOM TIOTBEPKIACHUS OTICPAIIHH.



e 3anperuTh CHUMATh C KapThl HAJIWYHbIC, MEPEBOJUTH JIEHBI'M Ha JIpyrue
OaHKOBCKHE KapThl UJIU CUETA.

e [lomyyarb oT4eTHI 000 BCEX OIEPALIUAX, COBEPIIAEMBIX IO KapTe.

e OtcnexuBaTh OaJlaHC KapTHI.

e [IpocMarpuBaTh UCTOPHUIO OIEPALIUN.

e 3a00KUpPOBATh KapTy.

Kar sauqumumeo OanKoecKyIo Kapmy peoernKa ont MOUIEHHUKOE

Ilepen Tem, kak peOEHOK HA4YHET IOJIb30BAThCsl OAHKOBCKOM KapTOW YCTaHOBUTE Ha
Tene@oH pebeHKY JIMIEH3UOHHYI0 aHTUBUPYCHYIO nporpammy. M pacckaxkure eMy 06 OCHOBHBIX
npaBuiiax (UHAHCOBOI 0€30MacHOCTH:

OOBbscHUTE, 4TO HAa OAHKOBCKOM KapTe yKa3aHbl IEPCOHANIBHBIE TaHHbIC: (aMWIUS U UMS
Jeprkarens, cpok aercTBust kaptobl, CVV-Ko/, KOTOpbIE HENIb3si HUKOMY COOOIIaTh.

Henw3st pororpadupoBats kapry, XpaHuTh (PoTo KapThl B Teie]oHE, ACIUTHCS UM B
COIICETSAX U MECCEHIKEpax.

Hukomy He coobmats [TMH-kox kapThl, a TakkKe CEKPeTHBIE KOABI, KOTOPBIE MPUXOAT B
CMC-coo0uieHusx Ha TeneqOH s MOATBEPKICHUS TOKYIIOK.

[IpukpeiBaTh pykol kimaBuatypy npu Habope IIMH-kona B GaHKOMaTe MM IIATEKHOM
TEpPMUHAJIE.

[Tomorure pebenky BbryunTh Han3ycTh [IMH-kox oT kapThl. Pacckaxkurte, mouemy Henb3s
3anuceiBaTh [ IMH-k0 Ha KapTe, XpaHUTh €ro BMECTE C KAPTOH B KOLIEJIbKE.

Hukomy He 1aBaTh CBOIO OaHKOBCKYIO KapTy, BKJIOYasi OTHOKJIACCHUKOB, JIPY3EH.

[Ipu yTepe neTcKoil KapThl CPOUHO COOOIIUTH 00 3TOM POAUTENSM, MOJIOJICKHON KapThl —
MO3BOHUTH B OAHK MO TeJIePOHY «TOpSUED JIMHUM.

He coBepiiath moKynku B UHTEPHETE U HE BBOJAUTH HUKAKUX MEPCOHAIBHBIX JAaHHBIX HA
HE3HAKOMBIX U IMOJ03PUTENbHBIX calTax. Eciu ecTh XO0Th Manielle COMHEHUS! B HAaJEKHOCTh
caiiTa — COBETYMCS C POJIUTEIISIMHU.

He coBepmaTh NOKyNKM HpHU BXOJI€ B HHTEpHET B OOIIECTBEHHBIX MECTax uepes
He3arnapojeHHble TOUKu Wi-Fi.

He nepexoauts mo cceuikam u3 cMc coodmennii u u3 nuceM B popmare HTML, ocobenno
C HE3HAKOMBIX TeJle()OHHBIX HOMEPOB U 3JIEKTPOHHBIX aJpecoB.

CkauuBaTh MOHPABUBIIWECS MPUIOXKEHUS, UTPhl U T.I. TOJBKO U3 O(UIHATHHBIX
Mara3MHOB IIPUJIOKEHHM.

11o0600s umocu

[Ipu rpaMOTHOM MOAXOJE M NPaBUIBLHOM BbIOOpe OaHKa AeTcKas KapTa — YJOOHBIi

(buHAHCOBBIN MHCTPYMEHT KaK JJIsl peO&HKa, TaK U JUIsl POJIUTEIS.



[lepen HavanoM TONB30BaHUA KapTOW, OOBSCHUTE peOEeHKYy O0a30BbIE MpaBHiIa
0e30macHOTO MOJIb30BaHUs KapToil. He KpuTHKyiiTe MOKynku pedeHKa, 1aKe eCiid CYUTaeTe, 4TO
OH TPaTHUT JECHBI'U HA EPYHAY.

DTO ero [eHbrW, JaiiTe pedeHKy MpaBO Ha OMMOKA M TONyYeHHE COOCTBEHHOTO
(UHAHCOBOTO OMBITA. A BBI, KAK POJMUTEIH, HCHABI3UYUBO OOCYXKIAUTE C METHMH IMOCIEIACTBHS
Pa3IUYHBIX TpaT, MOJCKa3bIBaiiTe, UTO MOKHO cJenaTh Jyuuie. Tak peOeHOK ObICTpee HayUUTCs
IrPaMOTHO pacmopsiKaThCs JeHbIaMu U OyJeT BHIETh B BallleM JIMIE COIO3HUKA, a HE CYypPOBOTO

KpUTHKaA.



Tema 7. KonrenTHble pucku. Hactpoiika u 6e3onacHoe ucnoJib30BaHue
cMapTdoHa win mianmera. CemeiHbIi 10CTYII.

KoHTeHTHbIe pUCKHM — ATO MaTepHaibl (TEKCThI, KAPTUHKH, ayI10, BUACO(AMIIHI,
CCBUIKHM Ha CTOPOHHHE PECYPCHI), COJIEpIKAIINE HACUIINE, arPECCHI0, IPOTHKY M MOPHOTpaduIio,
HELIEH3YPHYIO JIEKCHKY, HHPOPMAIIHIO, Pa3)KUTAIOIYI0 PACOBYIO HEHABHUCTB, ITPOTAraHy
AHOPEKCHU U OyJIMMUM, CYUIU/IA, a3aPTHBIX UT'P, HAPKOTUUYECKUX BellecTB U T.J1. CTOIKHYThCS C
HUMH MOKHO NIPAKTUYECKH Be3JIE. DTO U CAUTHI, U COILIMATILHBIE CETH, U OJIOTH, U TOPPEHTHI, U
BUICOXOCTHHTH, (PaKTHUECKHU BCE, UTO ceifuac cymecTByer B IHTepHETE. 3a4acTyro o J00HBII
MaTepras MOXET MPUUTH OT HE3HAKOMIIA I10 ITOYTE B BHJIE CIIaMa MIIM COOOIICHUS.

[Touck napopmanuu B CeTH MOKET OBITH CONPSIKEH C PUCKOM I O€30MTaCHOCTH
KOMITBIOTEpA M IPUBECTH K MIeYaIbHBIM ITOCIEICTBHAM JUIS €T0 Biajenbia. B o0meit macce
CCBUIOK, KOTOPBIE MOSIBIISTIOTCS B OKHE Opay3epa B OTBET Ha IMOMCKOBBIH 3a1poc, 4acTo
OKa3bIBAIOTCS MOJA03PUTEIBHBIE PECYPChI U (PUIIMHTOBBIEC CAMTHI.

. B nepByto ouepenp 1o IpULeIoM KHOepIpeCcTYTHUKOB OKa3bIBAIOTCS JTFOOUTEIN
OeCIUTaTHOTO W MUPATCKOTro codra.

. Ha BTOpOoM MecTe 1o cTeneHH OMaCHOCTH HaXOAATCs 3a1pOChl HH(OPMAIUU «JUIs
B3pOCIBIX», KOTOpasi TPAIUIIMOHHO MCTIOIb3YETCS 3I0YMBIIIICHHUKAMU JJIS1 pAaCIIPOCTPaHEHUS
3JI0BPEIOB.

. OTIACHBIMU SIBJISTIOTCS CCBUTKM Ha CAlTBHI C KyJTMHAPHBIMU PEIeNTaMHu,
TOJIKOBAaHUSIMU CHOBUJCHUH, COBETaMU 110 YXOYy 3a cO00# U T.1. B mogo0HBIX citydasx
37IOYMBIIIICHHUKH MOJB3YIOTCS HEBBICOKUM YPOBHEM 3HAHUH 110 HH(OPMAIIHOHHOK
0€30TaCHOCTH HHTEPHET-TI0JIb30BaTENEH, KOTOPBIE, KaK MPaBUIIO, HHTEPECYIOTCS STUMH TEMaMH.

. He o0onui BHUMaHuEM KHOEPIPECTYITHUKU U BCEBO3MOKHBIE COIIMAIbHbIE CETH,
HOITYJIIPHOCTD KOTOPBIX CETOJIHS CTPEMHUTEIBHO PacTeT.

. TIOMCK JIETKOT0 3apaboTka B VIHTepHETe — MOYTH Kax/asi AecsATas MOTydeHHas

ccpika (9%) rpo3uT 3apaskeHueM KOMIIBIOTEPA MOJIb30BaTEsl.

HeraTuBHbIe KOHTEHTbIE€ MaTePHAJIbl MOKHO YCIIOBHO Pa3/Ie/IUTh Ha!

. He3akoHHbIe, K KOTOPBIM MOTYT OTHOCHUTBCS: IeTCKasi MopHorpadust (BKiItouas
W3TOTOBJICHHE, PACTIPOCTPAHEHHE U XPAaHEHHE); HAPKOTHUECKUE CPENICTBA (M3TOTOBIICHUE,
npojaxa, mporaranja ynoTpeoieHus ), Bce MaTepralibl, UMEIOIINE OTHOIIEHUE K PACOBOW WIIH
PEITUTHO3HOM HEHABUCTH (IKCTPEMHU3M, TEPPOPHU3M, HAIIMOHATIU3MA U JIP.), a TAK)KE HEHABUCTH

HJIN arp€CCUBHOIO MOBEACHMS 110 OTHOIICHUIO K I'PYIIIIC n}oz[eﬁ, OTI[CJ'II)HOﬁ JIUMYHOCTH HJIN



JKUBOTHBIM ), a3aPTHBIE UTPHI U T.1.

BHyTpeHHee 3aKOHOAAaTeNIbCTBO KaXK0M CTpaHbl MPelyCMaTPUBAET pPa3IMUHbIE BUJIbI HAKa3aHUS
3a pacrpocTpaHeHue Takoi napopmammu. B Poccuiickom 3aKk0HOIATENECTBE €CTh BOZMOKHOCTh
B COOTBETCTBHHM CO CTAThSIMH Y TOJIOBHOIO Kojekca P® npuBiieub K aIMUHUCTPATUBHON U
YTOJIOBHOI OTBETCTBEHHOCTH 3a PACIIPOCTPAHEHHE MOT0OHOT0 HETaTUBHOTO KOHTEHTA
BIIAJIENIBIIEB CAaTOB, a TAKKE aBTOPOB TAKHX AJIEKTPOHHBIX TEKCTOB U BUIACOMPOLYKIUH.

. HesTuuHble, poTUBOpEYAIME IPUHITHIM B 00IIIECTBE HOPMaM MOPaH U
COITMAIbHBIM HOpMaM.

[Tono6HbIe MaTepualbl HE MOMAA0T MO ACHCTBHE YTOJIOBHOTO KOJIEKCa, OJTHAKO MOTYT
OKa3bIBaTh HETATUBHOE BIMSHUE HA MICUXUKY CTOJIKHYBIIUMUCS C HUIMH Y€JIOBEKa, 0COOCHHO
pebenka. [Ipumepamu TakuxX MaTepUATIOB MOTYT CIIYKHUTh ITHPOKO PACIPOCTPAHEHHBIE B CETH
M300paXCHHsSI CEKCYaTIhbHOTO XapaKTepa, B TOM YHCIIC U TOpHOTpadusi, arpeCCUBHBIC OHJIANH
UTPBI, a3apTHBIC UTPHI, TPOIIaraHaa He3J0POBOTrO 00pasa ku3Hu (YrnoTpebdieHne HapKOTHKOB,
aJNKoros, Tabaka, aHopekcuu, OyJIMMUN ), TPUHECEHUS Bpea 3I0POBBIO U KHU3HU (Pa3IMYHBIX
croco0oB caMOyOUICTBA, ay TMOHAPKOTUKOB, KYPUTEJIBHBIX cMeceil), HelleH3ypHasi OpaHb,
ockopOIteHus, u ap. MHpopMaIus, OTHOCSAIIASNCS K KATETOPHH HEATHYHOW MOKET OBITh TaKKe
HaIlpaBJI€HA HA MAHUITYJIMPOBAHNE CO3HAHUEM U JIEHCTBUSMU PA3IUYHBIX TPYIII JIFOJICH.

. KoHTeHTHBIE PUCKH CBsI3aHbI ¢ IpyruMu Tunamu puckoB Ceru. Hampumep,
MPOCMOTP TE€X WJIU UHBIX BUJIEO-MATEPUATIOB MOXKET IMPUBECTH K 3apaKEHUIO0 KOMITbIOTEpa
BUpPYCaMH U TIOT€pPE BAKHBIX JaHHBIX. OueHb MHOTHE PACTIPOCTPAHUTEINHN MTOJ00HOTO
HEraTHBHOT'O KOHTEHTA MPECIIEAYIOT LENb 3apa3uTh KOMITbIOTEP, YTOOBI B TabHEHIIIEM UMETh
BO3MO’KHOCTh MAHUITYJIMPOBATh JJAHHBIMU U ICUCTBUSMHU 3apa’K€HHOI0 KOMIIbIOTEPA.
[Tpomnarania HETaTUBHBIX MaTEPUAJIOB TAK)KE MOXKET HJITH Yepe3 COIMATBLHBIC CETH, OJIOTH,

paznuunbie Gopymbl. B JaHHOM ciTydae KOHTEHTHBIE PUCKU MTEPECEKAOTCS

C KOMMYHHWKAITMOHHBIMU.

[To nanubiM uccnenoBanus «Jlaboparopun Kacrnepckoro», npakTH4ecKu y MOJOBUHBI
neTel B Bo3pacte 4-6 JeT yxke ecTb coOCTBeHHBbIN cMapTdoH. Eciu BbI coOpanuch B Oikaiiniee
BpeMsl MOKYIaTh CBOEMY peOEHKY €ro MepBBIi ra/KET UM XOTUTE 3HATh OOJIbIIE O TOM, KaK
cenarb paboTy ¢ yCTpoiicTBOM Oe30macHoi U KOM(OPTHOH, yAeauTe BpeMs 6a30BbIM
HacTpoiikaM cmapTdoHa. [[j1st 3TOro CTOUT y4ecThb psiji OCOOEHHOCTEH caMoro yCTPOCTBa, a
TaKKe BO3MOXKHOCTH CIICIIUATU3UPOBAHHOTO TIPOTPAMMHOT0 00ECTICYCHHUSI.

1. Hacrpoiikn gocryna k rejedony.

YcranoBka nuH-koaa win yHkiuu TouchID (umm FacelD) B camom Hauasne paboTsl co

cMapTHOHOM MO3BOJIUT COXPAHUTH JaHHbIE Ha TenedoHe (hoTtorpadun, BuaEo, Nepenucka B


https://www.sites.google.com/site/kyrsbez/21
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MECCEH/KEpax U Jp.) B cilydae ero norepu. Pacckaxure cBoemy peOEHKY 0 BBIOOpE mapoJeit
JUIsL aKKAyHTOB OT PA3JIMYHBIX CEPBUCOB. B 3TOM BaM IIOMO>KET Hallla CTaThsl.

OTtkimrounTe Bech GyHKIIMOHAJ, KOTOPBIN JOCTyIeH 1o otnevyaTky najibia (TouchID wim
FacelD), kpome pa3010kupoBkH TesnedoHa, 4TOObI HCKIIOUNUTh BO3MOXKHBIE HECOTTIACOBAHHBIE
MOKYIIKU 4epe3 cMapT(HOH WIH CAMOCTOSATENbHYIO YCTAHOBKY MpHiIoxkeHui. Halti ati
¢bynkun MoxHO B paszaene Hactpoiiku — > TouchlID (FacelD) u nun-xon (ans 10S) winun

Hacrpoiiku — > buometpus u 6e3omacHocts (11 Android).

2. HacTpoiika YKpaHHOT 0 BpeMEeHH.

«DKpaHHOE BpeMs»» — (DYHKIIUS, TO3BOJISIONIAs (PUKCHPOBATH BPEMEHHOU MPOMEKYTOK,
KOTOPBIX Baill peOCHOK MPOBOAMT 3a TaxeToM. HacTpoiika Takke moka3bIBaeT, Kakue
NPUJIOKEHUs ObUIH 3a/IeCTBOBaHbl. Ha OCHOBaHMM ATHX JaHHBIX ITporpamma (opMupyer
CTaTHCTUKY 32 JICHb U 32 HEJCIIO.

Haiitu ¢pynkmuro moxxao B Hactpoitkax — Dkpannoe Bpems (st i0s) u Hactpotiku ->

Hcnonb3oBanue ycrpoiicta (i Android).

Kpome Toro, ectb BO3MOXXKHOCTb HACTPOUTH BpeMs pabOThl TAKMM 00pa3oM, UToO
peOEHOK MOXKET «TPATUTh) Ha COIMATIBLHBIC CETH He O0uble 3 4acoB (KOJTUYECTBO YaCOB MOYKHO
BBIOPATh MPOM3BOJIBHOE) B JICHB, & TAKXKE OTKIIFOUUTH BCIUTBIBAIOIINE YBEJOMIICHUSI B HOYHOE
BpeMs. [Ipu 3ToM coxpaHseTcst BO3MOKHOCTb HACTPOUTb UCKIIFOUEHUS JUIsl TPUIIOKEHUH,
KOTOpbIe OyIyT BaM HEOOXOAUMBI.

OyHKIUS SKPaHHOTO BPEMEHH ITOMOTAET POIUTEINSIM KOHTPOJIMPOBAThH BPEMs, IPOBEJICHHOE 3a
9KpPaHOM CMapT(OHa, a JeTIM — U30€XKaTh IEPEyTOMIIEHHUS OT JOJITOro «OOIEHHSD) C FaKETOM.

3. YcraHoBKa NPHII0KeHUH M BCTPOCHHBIE OKYIIKH.

B camom Hauase ucronb30BaHus cMapT(hOHA JTydIlie cpa3y TOTOBOPUTHCS O TOM, YTO BEI
CTaBHTE BCE MPUIIOKEHHS BMECTE CO CBOMM peOeHKoM. Eciu BbI He 3HaeTe, Kakoi KOHTEHT
MOJXO/UT BalleMy peOeHKy, BbIOMpaiite kaTteroputo ais neteit B AppStore uinu GooglePlay.

[IpunoxkeHus B 3TOM paszielie e 0TOOpaHbl COrIacHO UHTepecaM peOEHKa U
BO3PACTHBIM OIPaHUYCHUSIM.

Jis Toro, 4ToOBI CKauaTh U YCTAHOBUTH NIPUIIOKEHUE, B 3aBUCUMOCTH OT ONEpallMOHHON
CUCTEMBI, HCIIONB3yiTe opuInaibHbie Mara3uabl AppStore wim Google Play. Crapaiitech
n30eraTh YCTAHOBKH MPHIIOKEHUH U3 HEHAIEKHBIX HCTOYHUKOB, YTOOBI M30€KaTh MO IaHus
Ha Bail TeeoH BUPYCOB U Apyroro 3ioBpeaHoro I10.

MBI Bceria MOKeM OMpeIeNTUTh, KaKOe MPIIIOKEHNE YCTaHABINBAEM, IIATHOE WA

OecruiaTHOE, HO MPAKTUYECKU HUKOT/Ia He oOpaliaeM BHUMaHUE Ha TO, YTO JIaxke OecTiaTHOe



NPUIOKEHNE MOXKET COJIepKaTh BCTPOCHHBIE MOKYIKU. Peub HIeT 0 MoKynkax BHYTpU
MOOWJIBHBIX UI'P WJIM O TUIATHBIX MMOJAMUCKAX Ha pa3IMYHbIE CEPBUCHI. Takas MOZIEIb MOIydaeT
Bce 0oJIbIIee pacpoCTpaHeHNE H3-3a TOTO, YTO, C TOUKU 3PEHUSI KOMMEPUYECKO MPUOBLTH, OHA
OKa3bIBaeTCs 00Jiee BHITOJAHOM I IPOU3BOUTENIECH TPOrpaMMHOI0 00eCIeYeHusl.

B nactpoiikax ycrpoiictBa pe6énka (Hactpoiiku -> DkpanHoe Bpemst -> KoHTeHT u
KOH(HJIEHIIMAJIbHOCTh) YCTAHOBUTE 3alpeT Ha JIONOJIHUTENIbHbIE TIOKYIIKH, B TOM YHUCJIE OMLIHUIO
3arpeTa Ha BCTPOEHHbIE MOKYIIKU. DTO MO3BOJIMT BaM M30eXaTh He3aIlJIaHUPOBAHHBIX PacX0/l0B,
a peOEHKY — HaAy4YUThCS IJIAHUPOBATH OIOKET.

4. CeMeiiHbIi 10CTYII.

CemeiHbIi JOCTYI IO3BOJISIET BCEM WIEHAM CEMbU COBMECTHO I0JIb30BAThCS
NPUIOKECHUSIMH, COBEPIIATH TOKYIKH, CO3/1aBaTh O0IIME MEIUAaTeKH (My3bIKa, BUCO, KHHUTH,
JOKYMEHTHI U 1p.). J{00aBIsATh MOIB30BaTENCH MOXKET aIMUHHCTPATOP TPYIIIBI, UM MOXKET CTaTh
KTO-TO U3 POAUTEIIEH.

ITo Konu4ecTBY y4acTHUKOB B Balleil rpymnmne MoxkeT ObITh At 10S (6 yenoBek) u
Android (5 uenosek). Hactpoiiku 1octyna kK ceMeiHO rpymie NpakTHYeCKH He OTINYAI0TCS
JUTSL Pa3HBIX ONEPANMOHHBIX CHCTEM H HE SBIISIOTCS CIIOKHBIMH, HO TIPH ATOM CYIIECTBEHHO
IIOMOTAIOT KOHTPOJIIMPOBATh PACXO/Ibl U YIIPABIATH MOANUCKAMH (HAIIpUMeEpP, My3bIKa UIIH
BU1€O(DUITBMBI).

Kpome 6a30BbIX HacTpoek cmapThoHa, MOKHO BOCIIOIb30BAThCS CIIEUaTIbHBIMU
IPUIOKEHUSMH JUIsl TOTO, 4TOOBI CeNaTh B3aUMOAEHCTBIE peOEHKA CO cMapTGOHOM
6e3omacHbIM U y100HBIM Takoit nporpammoii siisiercst Kaspersky Safe Kids, ¢ e€ momorisio
MOYKHO JIOIIOJTHUTH 0a30BbIe HACTPOIKH Tene(oHa, IUIaHIIeTa UK HOyTOyKa, T0OaBUB K HUM
CJICYIOIIE BO3MOYKHOCTH:

1. YaajileHHO KOHTPOJMPOBATH UCI0JIb30BAHUE YCTPOICTBA peOeHKOM.

JlocTyI K ynpaBIICHHUIO OCYIIECTBISIETCS uepes moptan https://my.kaspersky.com

2. C nomomb1o pynknmnonasna Kaspersky Safe Kids Bbl moxkere:

. KOHTPOJINPOBATh BpeMsl pa0OTHI YCTPONCTBA U YCTAHOBJIEHHBIX IIPUII0KEHUH;

. YCTaHABIIMBATh OIPAaHUYEHUS IO BPEMEHHU PabOThI OTAEIBHO B3STHIX
MIPWIOKECHH;

. CMOTpETh, KaKH€ PECYPChI YacTO MOCEUIaeT Balll peOEHOK.

3. Moctyn k reono3uniun. Bel Bceraa 0yaere 3HaTh, /e HAXOUTCS Balll peOeHOK.
B nanHoM city4ae ecTh BO3MOKHOCTH BKIIFOUUTE «0€30MTaCHBIN MepuMeTp: QyHKIUS,
KOTOpasi OIIOBECTUT BAaC O TOM, YTO PEOCHOK MTOKMWHYJI 0€30IacHYI0 30HY (Hampumep,

TEPPUTOPUIO IIKOJIBI WU IBOPA).


https://my.kaspersky.com/

4. ITosryyaTh MH(OPMAIIHIO O TPYIIIAX COLUAIBHOM CETH, O IPY3bAX, KOTOPbIE K
HeMY /100aBJISIIOTCS, U O JIIOASAX, ¢ KOTOPBIMH IepenuchiBaeTcs Ball pedEéHoK.

5. I1oJry9uTh KOHCYJIbTALMH AE€TCKOI0 MCUXO0JIOrA.

6. BbITh B Kypce HHTepecOB PeOEHKA U HCI0JIb30BATH 3TH 3HAHUS 1JIs1
BbICTPAMBAHUS 10BEPHUTEIbLHBIX OTHOLLIEHUI ¢ peOEHKOM.

BaxHo He TONBKO MPUMEHATh TEXHUYECKUE PElIeHUs 1J1si 0e3011acHOM pabOoThI Balllero
peOeHka B cetu IHTEpHET, HO U pa3roBapuBaTh C HUM O TOM, YTO €r0 HHTEPECYET U UTO
BOJIHYET. JIt0ObIe yCTaHOBIIEHHBIE POTPAMMBI MOTYT BaM IIOMOYb OTPaIUTh peOeHKa OT
HE)KeJIaTeJIbHOTO KOHTEHTa, U OHU OyayT Oosee 3¢ (HeKTUBHBIMU, €CIIU BBl OyJ1eTe 3HATh, KaK

BeCTHU ce0s B pa3HbIX CUTYaIUsX.



Tema 8: [locoOusi u 00yuaronue NporpaMmmal o GOPMUPOBAHUIO HABBIKOB
1M (ppoBOIl TUTHEHBI.

MBI IPUBBIKIIN pelIaTh CBOW 33/1a49H C TIOMOIIBI0 MHTEPHETA: HCKATh NH(POPMAIIHIO,
CMOTpETh (UIBMBI, UTPATh, MOKYNATh Hy>KHBIE BEIIH. DTO OBICTPO U y100HO, HO HE BCEraa
6e3omacHO. MOIICHHUKH B MHTEPHETE OXOTATCS 3a HAIIMMU TaHHBIMHU, PECYpCaMH U JICHbIaMH.
MBI TOATOTOBHIIHN MTOJOOPKY PECYPCOB: MOCOOMI ¥ 00yYarOIIMX MPOrpaMM 1o (GopMUpOBaHHIO
HaBBIKOB IIU(PPOBOI TUTHEHBI, KOTOpas OyJIeT MoJie3HA U POJUTENSM, U 1eTsIM. MBbl Hajgeemcs,
YTO KypC ITOMOKET IOHBIM IT0JIb30BATENISIM HHTEPHETA HE TOMACThCA Ha YA0UYKY MOLICHHUKOB.
Kenaem 6e30macHbIX MyTelIeCTBHM B ceTu!

Ha caiite https://avidreaders.ru/book/cifrovaya-gigiena.html BbI MOXkeTe cka4aTh KHUTY

«Iudposas ruruena» B.®. beamanoro, KOTopyro MOKHO YUTaTh CHavaJla U 0 KOHIIA WK

¢ JTFOOOTO CIYyYaitHO OTKPBHITOrO MecTa. YNTaTh cCaMuM, CBOMM JIETSM Tiepe]l CHOM. [ epon

KHUTH — IPUHLIECCHI U APAKOHBI, IIMHUOHBI U KOHTPPa3BEIUNKHU, HE OCTABST YUTaTeNeH
PaBHOJYIIHBIMHU U OCTaBAT B MAMSATH YATATEIIS U CIYIIATEIs CIICHAPUH MTPABUIIBHOTO ITOBEICHHS
B KubOep-cpeie 1 crocoObl JETKOT0 U U3SAIHOTO 00X0/1a YyIpo3.

B undopmarnmonHom pazzeie cetr 00pa3oBaTeNbHBIX yUpexaeHu SpocaaBckoii
o0JacTH, MOCBSIIEHHBIN Oe3onacHoi padote B cetu MHTEpHET
(https://www.edu.yar.ru/safety/poleznie_ssilki.html) pa3meriens! moae3Hbie CCHUTKHA HA
MaTepuabl A7 POJUTENEH U UX JIeTeH, a UMEHO:

s pooumenen.:

bepem 3amuty oT KnOepOyIIIMHTa B CBOU PYKH
10 coBeTOB, KOTOPBIE TOMOTYT POJUTEINSIM BEPHYTh KOHTPOJb HAJl CUTyalllel B clIy4yae
KHOepTpaBIu

Jletckas 0e30MacHOCTh B MHTEpHETE. Buaeoobpanienue sxcrepra sadboparopun

Kacnepckoro (murensHocTs 4:34)
[Touemy Henb3st OOIIATHCS C HE3HAKOMIIaMH, Jake BUPTyalibHpIMU? Kak pearupoBats Ha criam?
Yro JACTH UIIYT B I/IHTepHeTe? Pacckaxxnte cBOMM JACTAM O IMpaBUJIaX MOBEACHUSA B CCTU.

15 opaBwi1 6€30I1aCHOrO MTOBEJICHINS B MHTEPHETE
[TpaBuia o 6e30macHOMY MOBEACHHUIO B MHTEPHETE OT SKCIIEPTOB MO KHOEPOE30MacHOCTH

koprnopanuu Mail.Ru Group u noprana «Yuaeba.py»

MTOMOTYT POIUTEIISAM, YIUTEIISIM U IIKOJbHUKAM U30€KaTh Pa3IMUHbIX OMIACHOCTEH
BUPTYaJIBHOTO MPOCTPAHCTBA, KOTOPBIC OKPYKAIOT KAXKJIOTO COBPEMEHHOTO peOCHKA 1
B3pOCJI0ro B0 BeceMupHoii cetu.

Hactpoiiku 6e3onacHoctr B Skype, Viber 1 WhatsApp.
Cogersl ot JIabopaTopuu Kacnepckoro.
Hactpotiku 6e3onacHocty B Facebook, Twitter, Tumblr u Pinterest.

Cogersl o1 JIabopaTopuu Kacmepckoro.
Hacrpotiku 6e3omacHoctr B Youtube u Instagram.

Cogertsl ot JlabopaTtopuu Kacniepckoro.
Hacrpoiika cemerinoit 6ubanoreku B Google Play
BbezomacHocTh MOOMITBHOTO YCTpoiicTBa Bamero pebenka

Kak HacTpouTh poaureabCcKuii KOHTpoab B Google Play

beszonacHocTs MOOUITBEHOTO yCTpoiicTBa Bariero pedbenka
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Hacrpoiika dyHkimmn «CemeitHblii gocTym» B iTunes

be3zonacHocts MoOMIIBHOTO ycTpoiicTBa Bamero pebenka
Kak HacTpOUTh pOIMTENbCKUI KOHTPOIb B iTunes

BezonacHocTh MOOUIIBHOTO ycTpolicTBa Barero pebenka

ia odemeit:

NEW
HNudopmannonnsie MaTepuaasl Ynpasienuss Pockomuansopa no SIpociasckoii o6s1acTi
[Mucemo Ynpasnenus denepanbHoi Ciry:K0bI TI0 HaI30py B chepe CBsA3H, HHPOPMAITMOHHBIX
TEXHOJIOTHI M MacCOBBIX KOMMYHUKarui o SIpocnaBckoii oomactu ot 27.05.2020 Ne 2809-
06/76 «O HanpaBiIeHUH MAaTEPHUATIOB B MPEABEpUU JHS 3aIUTHI ACTCI»
NudopmanmoHHblii Oykier
ITamsaTka

Temarnueckast urpa

Hemam oo 10 zem.
A30vyka nadopmarmonHoii 6e3omnacHocty ot Jlaboparopuu Kacnepckoro

Jlabopatopus Kacniepckoro moarotoBuia Opouropy A1 Y4eHUKOB MITAJIIINX KJIaCCOB
" A30Oyka nH(hopMannoOHHOK 6€30macHOCTH"
http://www.smeshariki.ru/parents#3

Cogetsl 0T CMemapuKkoB: 00 OCTOPOKHOM TTIOBEJCHUU B HHTEPHET-UTPE

https://www.rubiring.ru/arkadiy-parovozov-somnitelnyie-saytyi/
Mynberdunsm "Apkanuii [lapoBo3oB criemuT Ha oMol — COMHUTENIbHBIE CAUTHI"

https://kids.kaspersky.ru/category/entertainment/multfilmy/
AHHMMAaITMOHHBIN CEpHall 0 TPUKII0YeHUAX Manbunka CeBbl u poboTa Kacniepa Ha nmpocTopax
WHTEpHETA.

http://krasatatiana.blogspot.com/2009/10/blog-post.html
Cka3ska 0 30JI0TBhIX IIpaBuiIax 0e30macHOCTH B IHTepHET.

http://www.wildwebwoods.org/popup.php?lang=ru
WNurepaxktuBHas urpa «/xynriu MaTepHera» npenHazHadeHa Juist aeredl B Bozpacte oT 7 10 10

JICT U HpI/ISBaHa Hay‘II/ITI) HC Tepf[TI)CFI HpI/I CTOJIKHOBCHHHU C yrpO)KaI—OHII/IM IIOBCACHUECM I[pyrnx
M0JI30BATEJICH WIIM C HEraTUBHBIM COJICPYKAHUEM CalTOB.
http://www.spas-extreme.ru/themes/internet bezopasnost

NuTepreT-6e30macHOCTh Ha opTane Crac-DKCTpuM

Hemamn om 11 0o 14 1em

https://www.edu.yar.ru/azbuka/
A30yka 1uppoBoro Mupa

http://i-deti.org/comic/

Komukces! «l Ipukimtouenue Crensl B IHTEpHETE.
http://i-deti.org/video/
[Ton6opka 00yyaronyx 1 pa3BUBAIOIINX BHAEOMATEpUaIoB, KOTOPbIE TOMOTYT MOJIYyYUTh

MPEJICTABICHUE O MPUEMIIEMBIX MOJICIISX MOBeeHUs B IHTepHETE.
http://www.saferunet.ru/teenager/
[{enTp 6e30macHoro nuTepHera B Poccun: moapoctkam



https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/HT201085
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://support.apple.com/ru-ru/guide/mac-help/mtusr004/mac
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_pravila.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_pravila.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_pravila.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_pamiatka.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_pamiatka.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_igra.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_igra.pdf
https://www.edu.yar.ru/safety/docs/2020_05_27_roskomnadzor/2020_roskomnadzor_igra.pdf
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https://stepik.org/course/191/

Omnnaiie-kypc "bezonacHocts B IHTEepHETE" OT AKaneMun SIHaekca i IKOJIBHUKOB 6-9
KJIaCCOB.

http://www.fcpre.ru/projects/cyberbullying
OI'BHY «llenTp 3ammThl IpaB ¥ HHTEPECOB JeTei». TBOM Oe30MmacHbI KHOEpMapIIPyT

CucreMa KOHCYJIBTaTUBHOM MOMOIIH MOJIPOCTKAM M POJUTEINSAM B 001acTH HHGOPMAITMOHHOMN
Oe3omacHoCTH B ceT lHTepHET
MeauarpaMoTHOCTE

Yacts 1. Kak xxuth B Mequamupe. YueOHoe nocobue papadborano JJoHCKUM rocyJapCTBEHHBIM
TEXHOJIOTUYECKUM YHUBEPCUTETOM, U HAIIPABJIEHO Ha (JOPMHUPOBAHME U PA3BUTHE
UH(POPMALMOHHON IPaMOTHOCTH 00YYaOLINXCSl 00pa30BaTEIbHBIX OPraHU3aIUi.

HHTEepHET: BO3MOKHOCTH, KOMIETEHITNH, 0e30macHocTh. YacTh 1. Teopus
HHTepHeT: BO3MOXKHOCTH, KOMIETEHIINH, 0e300acHOCTh. YacTs 2. [IpakTukym

Memam om 15 0o 18 zem.
https://www.edu.yar.ru/azbuka/
A3byxka g poBoro Mupa

Hudposas kapTa 6€300aCHOCTHU MIKOJILHUKA
[IpoekT, coznannbiil yueHukoM 11 knacca uz Xantsl-Mancutickoro AO Tumypom

SIKIIMMOETOBBIM TIPH MOAEpkKe mopTaia [Ipoektopus u kommanuu Group-1B
http://mepcoHanbHBICTAHHBIC. JICTH/

baza maTepuaiioB B Bujie nmpaBuil, Mpe3eHTAIMN, TECTOB U UT'P, OOBSICHSIOIIUX BaKHOCTh

COXPAHHOCTH JIMYHON MH(POPMAIIUH TPU UCIIOIb30BAHUH [IU(PPOBBIX TEXHOJIOTHHA.
http://www.saferunet.ru/teenager/

enTp 6e3omacHoro nHTepHETa B Poccuu: moapoctkam

http://www.fcpre.ru/projects/cyberbullying

OI'BHY «lleHTp 3alUTHI IPAaB U UHTEPECOB ACTEW».
TBoit 6e3omacHbIi KnOepMappyT. CucreMa KOHCYJIbTaTUBHOM TTOMOIITH IMTOAPOCTKAM 1
poauTensM B 061acTu HHPOPMALMOHHOM Oe301acHOCTH B ceTH VIHTepHeT
https://stepik.org/course/191/
Omnnaiin-kypc "bezonacHocts B HTEpHETE" OT AKanemun SIHnekca , Ha KOTOPOM POJUTENN U
JeTH 6-9 KJI1acCcoB MOTYT POUTH 00yUdeHHue 10 Kypcy «be30macHOCTh B MHTEPHETEY.
Taxoke MHTEpeCHBI MaTepHal 1o nudpoBoil TUTMEHe BBl HAaliIeTe Ha pecypax:
cereBUYOK.pd http://xn--blafankxqj2c.xn--plai/ — be3omacHsiiit UHTEpHET, HHTEPAKTHUB,
1 poBoit KBECT
http://ip-1.ru/geocode/ - mpoBepKa TEPPUTOPHUH pa3MEIICHUS caiiTa
http://www.minjust.ru/nko/fedspisok - @enepanabHbIil CIUCOK IKCTPEMHUCTCKUX
MaTepHuajioB
http://eais.rkn.gov.ru/ - EJJMHBINA PEECTP qoMeHHbIX HMEH, yKa3aTeleil CTpaHHi]
caiiToB B ceTu "MIHTEpHET" U CETEBBIX aJIPECOB, MO3BOJISIOIMINX HIACHTH(PUIIUPOBATH CAUTHI B
cetu "MHTepHeT", copeprkaliye HHPOPMALIMIO, paclipocTpaHeHue kotopoit B Poccuiickoit
denepannu 3ampereHo
http://kurgan.rt.ru/b2bgov/internet/internet school - rexmognepxkka ITAO «PocTtenexomy»
Ha U3MEHEHHE HaCTPOeK KOHTEHT-PHIbTpa
http://www.google.ru/intl/ru/safetycenter/families/start/ - besonacubiiit UaTepHeT 1151
neren


https://stepik.org/course/191/
http://www.fcprc.ru/projects/cyberbullying
https://www.edu.yar.ru/azbuka/
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
https://lesson.proektoria.online/cyber
http://www.saferunet.ru/teenager/
http://www.fcprc.ru/projects/cyberbullying
https://stepik.org/course/191/
http://xn--b1afankxqj2c.xn--p1ai/
http://ip-1.ru/geocode/
http://www.minjust.ru/nko/fedspisok
http://eais.rkn.gov.ru/
http://kurgan.rt.ru/b2bgov/internet/internet_school
http://www.google.ru/intl/ru/safetycenter/families/start/

http://detionline.com/ - letn Poccuu onnaiin

http://www.internet-kontrol.ru/ - calfiT 1Jis1 yMHBIX pouTenen

http://www.internet-kontrol.ru/stati/bezopasnost-detey-v-internete.html - bezonacnoctb
JleTel B UHTEPHETE

http://mediagvardia.ru/ - «Memual Bapausi» - penepanbHbIN IPOEKT, HETBI0 KOTOPOTO
ABIIsIeTCA 00BEIMHEHNE YCUITMI MHTEPHET-TI0IB30BATENIEH ISl COBMECTHOTO BBISIBICHUS
WHTEPHET-CAWTOB, COOOIIECTB U TPYII B COIMATIBHBIX CETSX, CIIEIHATN3UPYIOMNXCS Ha
pacnpoCTpaHEeHUU NPOTHUBOIPABHOIO KOHTEHTA

http://www.ligainternet.ru/ - Jlura bezonacaoro MaTepaera

http://www.ligainternet.ru/encyclopedia-of-security/topic.php? SECTION ID=12 - JIura
be3onacnoro Muatepuera. Mudorpadpuka

http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/ - JIura
bezomacunoro Mutepuera. Pogurensm u nenaroram

http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-
teachers-detail.php?ID=3652 - Marepuainsl K ypokaM 0€30MacHOTO HHTEpPHETA

http://ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-
detail.php?ID=639 - Kak ob6ecrnieunTh 6€30MacHOCTD JETeH B UHTEPHETE

http://www.internet-kontrol.ru/stati/roditelskiy-kontrol-interneta-obschenie-bez-
riska.html - Pogurensckuit konTpons MHTepHEeTa

http://www.saferinternet.ru/ - bezomacusrit Marepner. [Topran Poccuiickoro
OprkomuTteta no nposeaeHuto ['oga besonacnoro MuTepuera. Meponpusrtus, MIHTepHeT u
3aKOHOJIATEILCTBO, MPOOJIEMBI U PEIICHUS, MEXKTyHAPOIHBIE PECYPCHI.

http://www.saferunet.ru/ - Ileatp bezonacnoro Murepuera B Poccuu. Caiit mocssieH
npo0seme 0e30MmacHON, KOpPEKTHOU U KoM OpTHOM paboTsl B IHTepHEeTe. UHTEpHET-yTIpO3bl 1
3¢ pexTHBHOE MPOTUBOACHCTBUEM UM B OTHOILIEHUH TOJIB30BATENCH.

http://www.fid.su/ - ®onp passutus Uurepuer. Mupopmanus o npoekrax, KOHKypcax,
KOH(EepeHLMIX U JIp. 10 KOMIbIOTEpHOI1 Oe3onacHocTy U O0e3onacHocT MHTEepHeTa.

http://www.microsoft.com/Rus/athome/security/kids/etusivu.html - bezomacaocTs B
NuTeprere. "OcHOBBI 0€30MACHOCTH JIeTeH U MOJIO/IekH B IHTepHETE" — MHTEPaKTUBHBINA KypC
o HTepeHT-0e301MacHOCTH

http://www.symantec.com/ru/ru/norton/clubsymantec/library/article.jsp?aid=cs_teach ki
ds — Club Symantec ennHBI HCTOYHHK CBeJIeHUH 0 Oe3omacHocTu B IHTepHeTe. CtaThs mis
ponuTteneit «Pacckaxure aetsm o 6e3onacHoctu B Uutepuerey». Undopmanus o cpeacTpax
POIUTENBCKOTO KOHTPOJISL.

http://www.nachalka.com/bezopasnost - Nachalka.com npenna3znauen ajs yuurenei,
poautenei, 1eTei, UMEeoUUX OTHOILIEHHE K HayallbHOU 1ikoJie. CTaThs «be3omacHoCTh AeTeil B
NuTepuere». COBETH YUUTEISIM U POAUTEIISM.

http://www.obzh.info/novosti/novoe/bezopasnost-detei-v-internete.html - JInunas
6e3omacHOCTh. OCHOBBI 0€30MaCHOCTH KU3HU. PeKoMeHaaiuy B3pOCIbIM: KaK CAENaTh
nocenieHre MHTepHeTa s 1eTei MOTHOCThIO O€30TIaCHBIM.

http://www.ifap.ru/library/book099.pdf - «bezonacHocTs aereit B iaTepHeTey,
komnanus Microsoft. Undopmanus ams poauTeneid: maMsTKU, COBETHI, PEKOMEHIAIUH.

http://www.interneshka.net/children/index.phtml - «HTEpHEIIKaY - IETCKUI OHJIAIH-
KOHKYPC 110 0€301macHOMY HCToib30BaHuIo ceTr HTepHeT. COBETHI IeTSIM, TieiaroraM u
POIUTENSIM, IIOJIE3HBIE CCBUIKMY. Peructpanms u yqactue B KOHKypce 1Mo 0e30macHOMy
WCTIOJBb30BaHMI0 ceTh MHTEpHET.
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http://www.oszone.net/6213/ - OS.zone.net - KomnbroTepHbIii ”HPOpPMAITMOHHBIHA
noptain. Ctates s poaureneit «Obecnedyenue 6e30nacHOCTH Aereil mpu padote B IHTEpHET».
Pexomenganuu no nporpaMme «PoauTesbCKkuil KOHTPOJIbY.

http://www.rgdb.ru/innocuous-internet - Poccuiickas rocyaapcTBeHHas 1eTCKas
6ubnuoteka. Pecypc s nereit u poaureneid. [Ipasuna 6ezonacuoro Mutepuera. O630p
IPOTPaMMHBIX ITPOAYKTOB 115 Oe3omacHoro Murtepueta. Kak 3amururscst ot IHTEpHET-yIpo3.
CchUIKM Ha AIIEKTPOHHBIE pecypChl, HH(OPMUPYOIIUE 00 omacHOCTAX U 3amuTe B CeTu.
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